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'l1le prescnt edition com es after a gap of nearly five years. TIlOugh ilis n sbor­
ter p e riod as compared to OIC gap between the earlier e ditions , tIl is p eriod of 
five yetus has b een of greater value t.o tbe d evelopments in the law of e \-j­
de nce, Dlu'ing this p e rIod the sllQject has grO\n l not. only quantity -wise by 
accumulating a large lltullbe r of cases and stahl lory clmnges, but also qual­
il)'-wisC In the s e nse Ulat thc lllodern scientific techniques of iJIVestigaUon 
and Ule advancement in information t eclwology h ave brought about sea 
cha nges in tJlls field resul ting in re -examlnaUon "U1d reviSi on of a. numbe r of 
fllndam e ntal doctdJles. Some of tile fundrul1 e ntnl doctrines WCI'C UIC best 
c \-ide nce nile; the necessity of direc t eyidencc; prohibition of h earsay p er ­
sonal appearance o f witnesses; preccdence of docum entary eVid e nce; tIl e 
concept of a docume n t. a nd privileged cOllununications beyond disclosure. 
'l1lese docuines al'e 110 longer fundamental to Ule s ubj ect, but are cous ide red 
to be only of fUJl ctional nah.rre, The la\v of eyldcnce governs tJle Il10des ~Uld 
m e thods for provision of fa cts and information to enabl e a juc1ICia l conclu­
sio n. It is a techn.lqu e for transmissi on of Info nnaUou. TIle s ubj ect remain ed 
in tcJ"\\,o\'en \Vitll illfoIDlatioIl tCc1UlOlogy. ~nlc re fbrc, it has a lways re mained 
responsi ve to OlC impro\'emc nb iJl infonuation technology. T11 C more 
slllv e ndous such changes, Ule more rapid Ule changes in tlle law of evide nce. 

As Ulis edition prog ressed in its search fil l' UlC recent j uclicinl ou tput on tile 
s ubject, it was fOlmd ilint cleclronJ c and " ideo l inks h ave chunged tlle 
rcqulrement of p erson al appearance of wlulesscs, Olat tlle tracliLional con­
cep l of a d ocUJu ent h as been trans formed by compl1ter records and t.ap es 
whlch can Le retlie\'cd 011 the screen or paper, titat tile rigid rule of hearsay 
has h ad to make concessions in favour oftechl1010gical e Vide nce. and thnt the 
probative value oftlle Inform a Uou is a more imPOl't.c'Ult consideration than 
t1le earlier rigid doctrin es. In this searcil for latest deye lopme n ts for the 
e mic1unent of this edJUoIl, cases and m a terials from many othe r countries 
a nd judlclal systems hm'e bee n traced in addition to tJIOse of India. S uch 
COUJlu'jes include Ausu'ali a, New Zealand , l\1a laysla, Singap ore, Hongkong. 
England, E urupean CouIItrt es, Canada, Nigeria and SNI UI Africa. 

Apart from tlle new addJtions, tlle exlsti llg text h as been s ubjected to a 
tJlOrol1gh reading and revis ion. A lot more headlngs llild s ub-heacUngs have 
been added \Vltil a view to h e lp the readers to locate the topic of Ule lr need 
more conveniently nnd qUickly. 

'n,e contr ibution oftilc IncUanJucUciary In this field h as been collected from 
a U sources comprising All IncU a Reporl.er a n d a lso Regional Journals. An 
e xhaus ti ve vlew of each and eve ry wOrUl\Vllil c case has 1>eell pretiented , 

(Contd.) 
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Materials have also been taken from leading articles on the subject appear-
ing in the standard legai journals. Topics like circumstantial evidence, value
of dying declaration and expert opinion, standards of proof, estopped compe-
tence of witnesses and protection of wirnesses from aggressive cross-cxaxui-
nation particularly when the victim of rape is being cross-examined, have
attracted a good number of decisions creating some new trends.

We are thankful to the publishers for the excellent production and mainte-
nance of laudable marketing record which enables us to present revised edi-
tions at shorter intervals. In addition to this, the research and development
division of the publishers was instrumental in conducting the praiseworthy
search for cases for which we remain immensely grateful.

22nd November, 1998	 Sudipto Sarkar_____	 V. R. Manohar
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Sijiec the last edition notlung has happened iii this country with regard to the. amend-
meat of Indian Evidence Act, 1872 apart from the Introduction of a bill, the Indian
Evidence Amendment Bill, 1979 which is not yet of statutory force. 'l'he bill proposes
certain amendments to Chapter II of tiic Act.

A statutory amendment has taken place in England by the Civil Evidence Act, 1972
relating to the admissibility of expert and opinion evidence.

Some niaor changes have been made in England b y case-law and some changes have
also taken place here.

Perhaps the decision with the most far reaching effect here is the one delivered by the
Supreme Court in Dastnric v. Dasfaric, AIR 1975 SC 1534 which appears to decide
that standard or proof In matrimonial matters is the prcpondcrence of probability as
in civil cases. The scope of the decision is far from clear In view of various olhcrjudg-
meats to the contrary including sonic curlier Sunreme Courtjudgmucnts.

As in the earlier editions many English decisions have been incorporated wherever
thought applicable and useful.

We are very happy In say that the 12th edition, the first since the death of the author
was so well received that it became out ofprintwiliiin a shorttinic and we had to bring
out a reprint edition in the year 1977 which also became out. ofprint in 1978. We hope
that readers and users of the book would continue to maintain their confidence in the
book as the y have doiic ill the l)tlSt.

Addenda 1 and 2 contain eases that came out while the book was passing through the
press. Decisions up to July, 1981 have been Incorporated ill 	 edition.

We shall be grateful if readers coming across any error or omission bring it to our
notice,

Calcutta	 PRABIIAS C. SAIKAR
1,5dk Sept. 1981	 STJD11"I'O SARKAR



In the present edit ton the book has been ver y carefull y revised throughout and sojute
Of the principal topics have been more full y heated. Not only have case-laws been
brought down to date ofpnblication hut the Statements of law tinder each section have
been scrutinised vithi care with a view to ensure accuracy. Necessary suggestionshave been made on obscure points or points 1101 i•ove red by precedents and e('lliiiICnts
have been uttered on a few unsatisfactory decisions of tue higher courts,

In the preface to the eighth edition of the work published ill January, 1949, 1 pleadedstrongly for a thorough reform and rethinking on the law of Evidence and the appoint-
ment of  Law Commission for the lmrposc. Ilie tatter has since been established hut
110 re\ isi (In of the. Indian Evi deuce Act has been u ndertaken by that body and that Acthas practically remained uiiamnended since it Was passed 93 years ago.
Upon reading my preface to the 8 th edition, Mr. 1'.\'. Rajuinnaninar, the then Chiefjus-[lee of tile Mad-ras High Court, wrote inc in the course (1111 letter dated tilethe 25th April1949:

"The preface to the present edition (8th) contains a plea for the reform of law of
Evidence which is thought provoking and deserves attention. I entirely agree
xvith the learned author that there is niuch scope for legal reform, particularly,
in tue law oI.Evidcnce and 1 had occasion to einphasisc thc need tom setting up
an independent expert, body to study 1111(1 ascertain the niodilleations which arenecessary having regard to the altered conditions nif Ilk at the present tune As
the l earned author says 'laws cannot remain in a static coulclit.ion if it is to keep
pace with the march of society and the progress of knowledge and civilization'.
Mr. Sarkar has iulcicate(l Sonic instances ill which the law of Evidence needs
reconsideration and reform, the most important of which is [lie recognition of
the competence ofall accused to tcstilc on his own behalf."

As to the competency ofall accused to testify for the defence, it was at long last recog-nisccl by the legislature by a slovenly addit ion of section 342A to the CriniinalProce-
durc Code. 1898 (bvAet 26 nfl 95) which lc'avc-c I.(nrilv-(l ny,rIv i,i 	 -tun Iproblemslike the answering of any criminating question by the Icctlsc ct in his cross-examina
tion, or any question tending to show that the accused has committed or been con-
victed of or been charged with any offence other than that wherewith he is then
charged, or Is a bad character &c. &c. These and man y other questions would natur-ally crop up when an accused comes to Offer himself as a witness for The defence.
These amid other intricate quest ions have been dealt viUi in die English Criminal Evi-
deuce Act, 1898 (61 &G2Vic. e. 36) section 1(e), (fl,(g )&e . ofthatAct. Section 342
of the Burma Criminal Proccduue Code as amended by human Act, 13 

Off945, which
proceeds on the lines of the English Criminal Evidence Act., 18)8, is it better piece of
legislation.

There has been no worthwhile alncn(hjnents to the Indian Evidence Act since 1872,
while (luring this long interval legislation introducing reforms in the law ofhvideiicc
has gone far ahead on man)' occasions in England and several instances may be cited.
The presumption relating to ancient. documents has been reduced to 20 years b y s. 4

(contcl. )
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of the Dociimeriiai-y Evidence Act, 1938 (1 & 2 Gco. 6. c. 28). This Act has cifecteci
ninny relornis by modifying the coinuwn law and is applicable to civil proceedings. It
has modified the rule excluding hearsay in documents. In Biiogilal v. Slate, A 1959SC 355 the Supreme Court had occasion to noti ce one of Its provisions. It was
observed by that court. that a change was, however, introduced in the English law by
the Evidence Act, 1938, which provides than in an y civil proceeding where direct oral
evidcncc of a fact would be admissible, an y state rncnt made by a person in a docu-
ment and tending to establish that fad, shall on product ion ofthc original tlociiincnt,
be admissible as evidence of that fact, if the ranker of the statement has personal
knowledge of the matter dealt with b y the statement and if he is called as a witness
in the proceedings. Provided that the last condition ma y he dispensed with if the Per-son cammot for any rCaSoil be called as it witness. In cases of undue delay or expense,
the court has been further empowered to admit such a statement In evidence riot-
withstanding that the maker is available as a witness and that the original is not pro-
duced, if there ls produced a certified copy of the original if prescribed conditions are
satisfied [s. ](2)(b) of the Act]. 'flie conditions as to the death of the person or the
statement being against the interest of the maker or made in the course of business
(as ins. 32 of the Evidence Act) has also been dispensed with.

The ovcrslrict law as to the proof ofan attested documcn. ins. 68 of the .Evidence Act
has been considerably altered in England by the Evidence Act, 1938 (1 & 2 Gco. 6. c
28). Under s. 3 proviso of this Act except wills and other testanicntary documents,
instruments which are required by law to be attested, Instead, of being proved b y anattesting witness, ma y be proved as if no attesting witness were alive; that Is b y proofof an attestor's handwriting. The introduction of such law in India Is long overdue and
the continuation of the former English law promote s1 needless peijurv in many-caseswhich is avoidable.

The object of (lie English Act, 1938, is to lighten the burden of proof in various cases
arid to save time and expense by dispensing with the formality of strict compliancewith (lie rules regarding the proof of certain documents.

In a dcspatch by Reuter dated the 24th September, 1964, the following news was
announced (as reported In (lie Statesman of 25/26 September)

"England's Law of Evidence covered by Acts of Parliament which mostl y dateback in the 19th century Is to be reviewed.

Tire Law of Evidence regulates such matters as what is admissible for the pill--
pose of establishing facts in legal proceedings; the manner in which the factsmay be proved; and tire weight to be attached to particular kinds of Evidence.

It is one Of the complex branches of the English Law.

In deciding on the review, Britain's I-Ionic Secretary, Mr. Henry Brooke and the
Lord high Chancellor, I)ilhornc believe special scrutin y is needed on the rules
restricting the admission uIcarsay evidence; air the aced for proof iii criminal

(Coll td.
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proceedings of facts admitted by the defence; on rules governing the adniissibl-
l.it.y in criminal proceedings of questions tending to show that the accused has
committed other offences or Is of bad character; and on die. extent to which
documentary cvideiicc may be admitted.

The review will be conducted by the Law Reforms Coniin;ttcc and the Criminal
Law Revision Committee."

The. above extract shows how deeply concerned the. Government ofBrltain is to review
and effect reform in the law of Evidence periodically and systematically. But coiidi-
lions in this country are otherwise and legislative wheels move here at a painlhily
slow pace.

It is more than high time that a thorough review of the Indian law of Evidence were
taken up as speedily as possible. This task should he undertaken notby the Low Coat-
mission alone, but also by an independent, body of experts, who have made a special
study of this branch of law, should be co-opted and associated with it. These experts
and the Law Comm,isslon should deliberate what changes and modification,,; are
needed In the law of Evidence at the present time. 'l'here is abundant scope for review-
ing and reshaping the law of Evidence in the light of enlightened legislation elsewhere
and particularly In the Britain as the Indian Evidence Act Is entirely based on the
English law of Evidence which was in vogue in the seventies.

It is unquestionably the duty of the Indian Legislature to take up the work of an exten-
sive reform and reconsideration of the law of Evidence, but it is apprehended that it
will again be a lone voice In the wilderness as has iutppeia$ dwlng thc past sxtcen
years.

Addenda 1 and 2 contain cases that came out while the book was passing through the
press. Case-laws have been brought down toto January, 1965.

Mr. P. C, Sarkar, Advocate, High Court, has rendered valuable assistance In the read-
ing of proofs and has also helped me in numerous mulinerous other ways.

I shall be grateful if any reader coming across any typographical or oilier error or
omission In the hook, brings it to my notice (care of the Publishers).

March, 1965,	 S.C. SARKAR
Calcutta
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To tiicSeconcf&jitloii, hyMn Justice C. W-tLSFI, Mit, K C., High Court, Aflithu bad,
Author of "The Advocate", "Revision & Extraordiruny ,Jnrisdiction ", &c.

It is not easy to say anything which is either new or valuable about the Indian Evi-
dence Act. Nor to a lawyer, whose experience has been gained chiefly in the English
courts, it is easy to work by a Code of the Law of Evidence. The English practitioner
who has read 'Taylor on Evidence" froxii cover to cover, or who has attempted any-
thing like complete stud y of the rules of Evidence, nuist be scarce. Once lie has mas-
tered the fundamental truths that the English law requires the best evidence, and
does not permit hearsay, the problems which present themselves for solution in the
course of daily practice require little more than the application of logic and common
sense.

The thoroughness with which cases In England are prepared before they come into
court, and the preliminary skirmishes which take place In Chambers over interlocut-
ory applications in most cases of an y importance, result in the settlement of many of
those subsidiary points which arise in the majority of cases, before the trial begins; It
has been truly said that cases are often won or lost in Chambers- The machinery of
"Discovery," if rightly understood and utthsed, extracts from either side all the mate.
rial documents In its possession, and with the aid of Inspection and the supply of
copies, enables both sides to go to trial fully equipped with all the relevant documents
relied upon by either party. Nearly all questions relating to the relevance of the docti-
inents have already been determined in Chambers before the trial begins. Facts
within the knowledge of one party, but unknown to the other have been disclosed, and
elucidated, by admissions and interrogatories. Thus nearly all the cards are on the
table, and the risk of "surprise" is reduced to a minimum. To pursue the analogy of the
card-table, most suits are fought out, as it were, in a game of "double-dummy". Each
party is fully aware of the strong features and the weak spots in both its own and its
opponent's armoury respectively, and it rarely happens that any question as to the
admissibility of a document., or the relevance of a fact, Is still outstanding when the
hearing begins. Counsel on either side, responsible for the preparation, and also,
when no leader Is employed, for the conduct of the case in court, have advised on evi-
dence, and have mapped out for the guidance of the solicitor, who Is putting the final
touches to the preparation of the case, a ground plan of what is required to establish
the issues essential to success,

The value of perfecting your tackle in this way before the real struggle begins cannot
be over-estimated Not only is each side fully armed at all points which foresight,
judgment and experience can suggest, but the hearing Is concentrated on the main
issue, or pivot of the dispute, and Is confined within limitswhich eventuate in a saving
to the parties of time and mone y - the one essential in all litigation if administra-
tion of the law is to merit and maintain the confidence of the commercial public.
Moreover, the exhausting and embarrassing struggles over side-Issues and technical
objections are almost wholly eliminated. It is recognised b y every practitioner as a
matter of first importance that a defeat at the trial upon a subsidiary point is injurious
to the chance of success upon the main Issue. To tender evidence which is ultimately
rejected, and to struggle successfully for its admission, necessarily create in the mind
of the tribunal an impression of distrust as to the merits of the residue of your ease.

(couLd.)



If your other evidence Is adequate, it Is superfluous to offer supplemental-),proof.-,
which are open to serious objection. Again, to object unsuccessfully to evidence ten -
dered by the other side Is liable to produce a similar impression. You seem to be anx-
ious to exclude something which you have reason to fear. The consequence Is that the
best practitioners avoid raising objections unless they are confident of success, and
do not risk a decision against them excluding evidence which is not essential. It may
therefore he said that the combined effect of the mutual tact and reasonableness of
the opposing forces is, in almost all cases which are skilfully conducted, to cliiiiinate
subordinate controversies upon points of evidence. It becomes in effect a question of
practice and procedure rather than one of substantive law.

It is, therefore, to points of practice rather than to principles tinderiyiiig the Law of
Evidence that I can most usefully address myself. The student of law will find in the
pages of this exhaustive work all that he needs to know. The practitioner should know
the Evidence Act by heart, so that lie is never at a loss, when called upon in court, to
give chapter and verse for what he Is doing, lie should take the actual sections as his
sole guide, and leave case-law as far as possible, alone. The conduct of the trial is the
translation into action of his client's paper-case, and lie should use the Evidence Act
as the translator uses his dictionary. Like the careful mariner, lie should lay out his
course and clearest passage which he can see to lead him to his goal; and lie should
steer las way along this course. checking his progress and verifying his results as lie
moves from stage to singe ofhis journey, until lie reaches the accomplisluncnt of his
task, without deviating from his plaii,jettlsoning his cargo.

For this purpose, lie must realize from the first, and never forget it that it is the
documentary evidence which constitutes the strength of most cases. He must start by
asking himself what documents are necessary to establish his client's case; where
they are ; how they are to be obtained; and what. Is the mode of proof required by law
to establish each one of them. Next, lie must ascertain, by the valuable machinery,
provided in (lie Civil Procedure Code, known as "Discovery", whether an y other docu-
ments exist in the possession of his opponent, of which lie has no knowledge, and
which may assist, or injure his client's case. I have always said that any practitioner
who vcnt into Court. without having Iirt raked his opponent fure-and-aft to asccrtai:i
what relevant documents were in his possession, ran a grave risk, and if misfortune
resulted In consequence of the omission, was guilty of a high degree of negligence. No
practitioner knows how far his dlienirnay have forgotten, or deliberatel y Ignored, the
existence of some embarrassing document with which the other party Is armed and
which may at some later stage be sprung upon him by surprise, and the knowledge of
which In the early stages of preparation would have enabled him to frame his case on
the right, lines. The obligation laid upon each party by the Civil Procedure Code to file
in Court all documents on which lie relies is not, In itself, a sufficient guarantee
against the possibility of a miscarriage. On the other hand, it is not always necessary
to disclose to your opponent, before the day for filing arrives the existence of material
documents adverse to his case. And it is oftami undesirable to do so unless he, in his
turn, presses for an affidavit of documents. Even if he does so, there is no obligation
Upon a party to file or disclose documents which are in the sole possession of a mere
witness, who is to be called to produce them, and it would be quixotic to do so if a
material advantage were to be gained by keeping them secret.

(contd.)



The next Important step is to dccidc what witnesses arc necessary to prove, support,
or elucidate the documents which are essential to success. For this purpose, it is well
to submit all such necessarY witnesses to a preliminar y exnnthiation, so as to refresh
their memories, or to test their evidence In the presence of the dociunent itself, or a
copy thereof. A witness called in relation to a document should never be exposed to
the risk of "surprise". This PtOCCSS may be called "dove-tailing" the oral evidence into
the documentary. As often as not, it turns  out to be superfluous. But this is no excuse
for omitting the step. One never knows. There ma y be sonic peculiarity about the
document itself, or about its execution, which cursory examination out has not disco-vered, or which only the renewal of his acquaintance with it by witness ma y disclose.
The discovery may occur from some chance remark It may necessitate the summon-
ing of some additional witness by way of corroboration, or the preparation, by way of
anticipating the attack which is certain to come, of a true but Involved explanation.
Such preparation should precede the trial. It may afterwards be unavailable, or
unconvincing when hastily attempted in the surprise and confusion of a first discovery
made in the course of the trial. For the sante reason, It is essential when examining a
witness In relation to a document to which he was a party, or which he is called to sup-
port or explain, to put it Into his hand, and to take him through it while he is in the box,
so that lie is able to give clear and Intelligible answers. No witness should ever be
asked a question relating to a (locuInent which is In court, without having it In his
hand, to refer to. I have seen cases last, or seriously hampered in the Appellate Court,
by the neglect ofthls obvious precaution. When the trial judge comes to write hisjudg-
ment, or the Appellate Court comes to review the whole evidence, a serious lacuna Isdiscovered which there Is nothing to fill.

In this connection there is one slovenly practice of which I have known sonic Subordi-
nate Judges of my Province to be guilty, and which seems tome of sufliclent Impor-
tance to deserve a word or two ofcomrnent. 1(10 not suggest that it is general through-
out India, but it does happen, and It is valuable its an illustration of how not to do it
The filing of the documents, and the arguments relating to their admission of rele-
vance, Sometimes take place on what is called the first day ofhcaring, when the Issues
are settled. It takes place as an Independent ceremony detached from the remainder
of the hearing. Sometimes elaborate argiunents are allowed. This Is wrong. The pro-
cess should be speedy and superficial. Any difficult question of admissibilit y shouldbe dealt with by allowing the document to be filled de bene esse, subject to any formal
objection at the trial, when after argument the judge should give his final ruling, and
state his reasons for admission or rejection In his Judgment. Some sort of desultory
weeding takes place, but it is not followed upon by a ruling at the trial. The resulting
balance Is treated as the documentary evidence In the case, and dates are fixed for the
summoning of witnesses. When these gentlemen arrive, they proceed to transact
their business—one might almost say, to perform their drill—without reference to
the documents which have now been pit  temporarily on the shelf. One might Just as
well send infantry into battle without artillery. It Is as though a General commenced
operations without a preliminary bombardment a week before the battle, and then
packing away his guns proceeded to employ his infantry at his leisure, after a decent
Interval for reflection. What is the result? Documents are not tendered in evidence.
They are "omi the record". The practice of "putting them Ii" of discussing them, and
of trying to understanding them in the presence of the witnesses who can explain

(contd.)
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them and of clove-tailing them into the story is neglected. They make their re-appear-
mice in a kind of "salvo," or valedictory boiiibarchnent, during the final arguments
which precede the judgment.

At this later stage, thc.judge wakes up to the fact that the law requires him to endorse
on each document the decision at which he has arrived upon its admissibility. Hellas-
illy runs through the task, endorsing as a rule merely the name of the party—plaintiff
or defendant—who produced it, and a date. I frequently found the date tobe the same
(late as thejudgment, and the same date for all documents. Whatever maybe the right
way of dealing with documents at the trial it is certainly not this. In the few original
trials which I have hea-rd in India, my practice has always been to insist upon (lie
officer of the court keeping two files; one "omnibus" file, for all docu.rncnts filed by the
parties in compliance with the Civil Procedure Code before thehearirig, and the other
to which each document is transferred seriatim as it is put in during the evidence. On
each of thesc. I endorse an exhibit number, with the name of the witness in the course
of whose evidence it was "put in," or proved; an y admission by thu opposite party, or
ruling by myself as to its admissibility; and the date. This plan, to say the least of it,
affords the Appellate Court a clear "bird's-eye-view" of-how the documentary evidence
was dealt with at the trial. People too often forget that the object of litigation is to
elucidate and not to obscure.

For one who has rarely in the course of his professional career consulted any authority
upon a question of evidence, and, content with the provisions of the Act, has never
been driven to do so Ili the course of his judicial experience in India. I marvel at the
wealth of reported cases which have grown up round this Act. Several pages of this
work are devoted to the simple proposition that an Act inustbe "construed strictly".
I do not know even what this means. Everything ought to be done strictly, particularly
in the law. Thcjudictai task Is complete when the Judge, or Bench, has applied to the
language of a section, the natural meaning of the words. It Is asLoui'iillig that. It
should be thought necessary In deliver a thoughtful judgment, and even to cite
authorities, explaining that section means what It says. It Is more surprising that any
one should think it worthwhile to report the case. I fear the responsibility rests rather
with the reports and with editors of reports, particularly unomcial reports. I have
been amused at times to renew acquaintance with my own platitudes, solemnly
recorded with all the majesty and importance of "an authority," after I supposed that
I had said farewell to them for ever in the necessary but obvious reasons for a deci-
sion.

The text-writer has no option but to produce and arrange his wealth of learning, and
the studentwill benefithy a perusal of the vast range ofsubjects covered by the author
of this work. A book so well knowa as to have reached a second edition requires little
more to recommend it. I o'lily hope that its many readers will, bestow upon its study
one tithe of the industry and zeal which has been lavished upon its compilation.

ALLAIIABAD,	 CECH WALSH
January, 1924



Prefatory
note to the second edition

Though a new edition, this is in sonic respects a new book. The first edition was pub-
lished in 1913 and the reception accorded to it. far exceeded the author's highest
anticipations, with the result that an edition of several thousands was exhausted
within the Space of two years. Numerous were the enquiries received in the interim
from far and near, regarding the publication of the new edition. The present edition,
and in fact several editions, should have been published long long ago and I owe an
explanation for my inability to take up the work earlier. Many things stood In the way,
but I would give two principal reasons. Ajudicial officer holding my office has avery
hard lot to bear. The manifold duties of a Judge absorb most of my time and ever'
encroach upon my leisure hours at home. Secondly, I was notprcpared to send out the
book by merely adding new cases. That would have been a comparatively easy affair.
I wanted to revise and arrange the whole book and re-write portions of it, which meant
considerable time. This has now been clone. The amount of labour iflVOlVC(1 will
appear from the fact that I had to work incessantly for more than two years.

The coinmnen Cary portion has beemi throughout re-aTitten. As was observed in the pre-
face to the first edition, the Indian Evidence Act contains certain abstract rules take ii
mostly from the English Law, arranged in the form of express propositions. The
meaning of time rules, their object, the reasons on which the y are founded, their
gradual development and their proper application cannot be fully comprehended
without a previous acquaintance with the law from which they are chiefly drawn. I
have tiierefore referred copiously to English and foreign cases In order to explain the
meaning and scope of the sections.

The bulk of the book has been increased by almost double the number of pages in the
first edition.

* * * * *

Time utility of the hook has been considerably enhanced b y the pages containing a dis-
coiusc oil the practical application of the rules of evidence, contributed by the
lIon'ble Mr. Justice C. Walsh, MA., KC., of the Allaimabad High Court, His
"FOREWORD" contains hints on points of practice and procedure picked from his
long experience at the Bar and Bench, which judges and practitioners will find ofines-
tiniablc value. Ills racy style makes hits writing pleasant reading and Is peculiarly well
suited to bring home the lessons lie wants to impress. I take this opportunity of giving
public expression to my deep debt of gratitude for the interest he has taken In the
hook by kindly making time to write the pages In the midst ofvmu-lous preoccupations
and br oilier acts of kindness.

a * * * *

Calcutta,	 S.C. SARICAR
January, 1924
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The Indian Evidcncc Act is unquestionably the most important cnactiiicnt of all the
codified laws of the land. The one tiling on which (lie decision of ever y casc, civil or
criminal, depends, Is evidence and a thorough understanding of tile principles of tile
law of Evidence, is an accomphishiineiit that cverv lavvcrorjudgc niustposscss. It has
to be applied in almost every matter that comes hcfore the judge, and its usefulness
in civil and criminal cases Is the same. A mastery, llicrcforc, of the principles and
rules of thc law of Evidence, is indispensable to all grades ofjudgcs, magistrates,
counsel, etc. Even police and oilier ministerial officers arc required to make them-
selves acquainted with sonic of its rules.

The codified law of Evidence in British India contains certain abstract rules arranged
in the form of express propositions mostl y taken from the English law of Evidence.
lint as all that is contained in the voluminous text-books on English law has becu
squeezed into the four corners of the Act comprising 167 sections only, it is no wonckr
that the sections have become extremely condensed and abstruse. A knowlcdgc ofthc
principles and reOsons on which they are founded, is therefore essential, before one
can expect to understand them fully. As time Act is drawn chiefl y from the English law,
a previous acquaintance with that law affords much help In grasping time abstract
rules of the Evidence Act; in fact, a reference to that law Is essential for a thorough
comprehension of the origin, the history, Ihc gradual development, and the reasons
oft I iose rules which lhrmn the basis, of the law of Evidence and winch, as Lord Erskine
said arc foimrided "in the charities ofrcligion, in the pinlosophyofliuman nature, in time
truths ofhistory, and in the experiences ofeonunon life".

I have therefore striven to explain the sections as clearly as possibl y by numerous apt
and long abstracts from manymany standard works

* * * * *

Now a word as to the genesis of the work. It mmcccl hardly be said that I have not the
remotest intention to place It in competition with the well-known existing editions.
While I was a judge, it was represented tome by the lawyers of many places that the
want of  moderate-sized book on Evidence dealing exhaustively widi die SLLIJJLLI 01111
affording practical help to the understanding and application of this difficult branch
oflcgal study, at a cheap cost, was keenly felt. I took up the idea, but found no possible
means of taking up the work in hand, as the enormous duties of a judicial officer took
up the whole of my time. At the same time, Ihegan to make the necessary studies and
to collect materials, iii (he hope that It might be possible to produce the work at some
future period. After I retired from the service, my son Subo(lh Chandra Sarkar, B. L.,
persuaded me to take up the work, promising his help and co-operation. I received
assistance from him In all stages of the work, and had It not been for his labours It
would have been scarcely possible for mile to accomplish the task at this period of air
life.

* * * * *

Calcutta,	 MC. SARKAR
August, 1912
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INFORMATION 'FECIINOLO(;Y AC- F, 2000

(J/'rs'ivc'c/ the ossen t of the Phcsidcii on 9th June, 2000)

!\Ct'NO. 21 or2000

An	 [9th June, 20001

A CT

Ii) joui'idc /eryil teem,'i, ition for transactions en rite 2 out by inca/is of clecli-ol! ic- data j,tleri'Jjtj,itO'
and oilier inca/is of c'leclroiiw COiIti/wuiCaItOn, coin,itonl 	 fev referred to as electronic Commerce
whichiitvofve 1/ wu' use of a/fe/l fives to paper-basednte:/iods of COo:ut fill ication and storage of
uifo rinaiwn, to facilitate c/cello/tic filing of cloctiti nts lilt/i i/ic Go re/i ,ne, it agencies anti JO ri/icr
to ainemid f/ic Indian Penal Carlo, the Indian Evidence Act, 1872, the Banker's Books Evidence Act,
1891 and the Rcsc,ve flunk of India Act, 193$ and/or matters connected therewith or incidental
lit c-it'! 0.

WHEREAS the General Assembly of the United Nations by resolution A/RES/SI/I 62 dated the
30th January. 1997 has adopted the Model Law on Electronic Commerce adopted by the United
Nations Commission oil 	 Trade Law;

AND WHEREAS the said resolution recommends infer a/ia that all States give favourable con-
alderatioti to the said lodel Law when the y enact or revise their law's, in view of the need for uni-
Iorniity of the law applicable to alternatives to paper based methods of communication and storage
of information;

AND \VI1EREAS it is considered necessary to give effect to the said resolution and to promote
efficient delivery of Government services b y means of reliable electronic records;

13E it enacted by Parliament in the Fifty-first Year of the Eepttbhc of India as follows.

CHAPTER 1

PRELIMINARY

S. 1. Short title, extent, commencement and application

(1) This Act may be called the Information Technology Act. 2000,

(2) It shall extend to the whole of India and, save as otherwise provided in this Act, it applies
also to an y offence or contras ention thereunder committed outside India b y any person.

(3) It shall come irao farce on such date as the Central Government may, by notification, appoint
and different dates may he appointed for different pros isions of this Act and any reference in any
such provision to the commencement of this Act shall he construed as a reference to the
commencement of that provision.

(1) Nothin g in this Act shall apply to,—

(a) a "negotiah!e instrument" as defined in section 13 of the Negotiable Instruments Act.
1831 (26 of 1881);

(6) a "pon't'r . oJatiorney " as defined in section IA of the Powers-of-Attorney Act, 1882
(7 of 1932);

(c) a "trust" as defined in section 3 of the Indian Trusts Act, t882 (2 of 1982);

(d) a ''itill" as defined in clause (6) of section 2 of the Indian Succession Act, 1925 (39 of
1925) including any other testamentary disposition by whatever name called;

(e) any contract for the sale or conveyance of "immovable property " or any interest in
such property;

If) an y such class of documct;s or trarisaci.n its rii:ty b notified b y the Central Gu y
-ernnieiit in the OIIici;d Garette.

U
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NOTES

This clause provides for the documents, records or information which has to he retained for any
specified period shall be deemed to have been retained if [he same is retained in the elcetionic
form. (Clause I of the Information Technology Bill, 1999)

Clause 1(4)(1) of the Bill empowers the Central Government to 'otify any class of documents or
transactions in the Official Gazette to which the provisions of this Act will not apply. (Me;nm'an-
dora Regarding Delegated Legislation of the Information 'l'echnolo g v Bill, 1999).

S'TA'I'EMENT OF OBJECTS AND REASONS
New communication systenis and digital technolog y have made dramatic chan ges in the way we

Jive A revolution is occurring in the way people transact business. Businesses and consumers are
increasingly using computers to create, transmit and store information in the electronic form instead
of traditional paper documents. Information stored in electronic form has many advantages. It is
cheaper, easier to stoic, retrieve and speedier to communicate. Although people are aware of these
advantages they are reluctant to conduct business or conclude any transaction in the electronic form
due to lack of appropriate legal framework. The two principal hurdles which stand in the way of
facilitating electronic commerce and electronic governance are the requirements as to writing and
signature for legal recognition. At present many legal provisions assume the existence of paper
based records and documents and records which should bear signatures. The Law of I3vidence is
traditionally based upon paper based records and oral testimony. Since electronic commerce elinui-
nates the need for paper based transactions, hence to facilitate c-commerce, the need for legal
changes have become an urgent necessity. International trade throu gh the medium of c-commerce
is growing rapidly in the past few years and many countries have switched over from traditional
paper based commerce to c-commerce.

2. The United Nations Commission on International Trade Lass' (LNCJ'l'RAL) adopted the
Model Law on Electronic Commerce in 1996. The General Assembl y of United Nations by its
Resolution No. .51/162 dated 30th Januar y, 1997 recommended that all States should give favorable
considerations to the said Model Law when they enact or revise their laws. The Model Law pro-
sides for equal legal treatment of users of electronic communication and paper based coinmunica -
tion. Pursuant to a recent declaration by member countries, the World Trade Organisation is likely
to form a work programme to handle its work in this area including the possible creation of multi-
lateral trade deals through the medium of electronic commerce,

3. There is a need for bringing in suitable amendments in the existing laws in our country iO fa-
cilitate c-commerce. It is, therefore, proposed to provide for legal recognition of electronic records
and digital signatures, This will enable the conclusion of contracts and the crL:aLiDri of rights and
obligations through the electronic medium. It is also proposed to provide for a regulatory regime to
supei vise the Certif y in g Authorities issuing Digital Signature Certificates. To prevent the possible
misuse arising out of transactions and other dealings conciuded over the eiectronic medium, it is
also proposed to create civil and criminal liabilities for contravention of the provisions of the pro-
posed legislation.

4. With a view to facilitate Electronic Governance, it is proposed to provide for the use and ac-
ceptance of electronic records and di g ital signatures in the Government offices and its agencies.
This will make the citizens interaction with the Governmental offices hassle free.

5. It is also proposed to make consequential amendments in the Indian Penal Code and the Indian
Evidence Act, 1872 to provide for necessary changes in the various provisions which deal with
offences relating to documents and paper based transactions. It is also proposed to amend the Re-
serve Bank of India Act, 1934 to facilitate electronic fund transfers between the financial institu-
tions and banks and the Bankers' Books Evidence Act, 1891 to give legal sanctity for hooks of
account maintained in the electronic form by the banks,

6. The proposal was also circulated to the State Governments. They have supported the proposed
legislation and have also expressed urgency for such legislation.

7. The Bill seeks to achieve the above objectives.
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S. 2. Dcflnitions.

(I) III 	 Act, unless the context otherwise requires,--

(a) "access" with its grant niatical variations and cognate expressions means gaining en-
try into, instructin g or communicatin g v jilt the logical, arithmetical, or memory func-
tion resources ol a computer, computer system or computer network;

(b) "addressee" means a person who is intended by the originator to receive the elec-
tronic record but does not include any intermediary;

(c) "adjudicating o,5Iccr" itteans an adjudicating officer appointed under sub-section (1)
of section 46;

(d)'afjixing digital signature" with its graniniatical variations and cognate expressions
means adoption of any methodology or procedure by a person for the purpose of
authenticating an electronic record by means of digital signature;

(e) "appropriate Government • ' means as respects any matter,—

(1) enumerated in List II of the Seventh Schedule to the Coast i in ti ott;

(ii) relating to any State law enacted under List Ill of the Seventh Schedule to the
Constitution,

the Stale Government and in any other case, the Central Government;

(/) "asr/tilt:etric ('1)-plo systeot " means a s ystem of a secure key pair consisting of a pri-
vate key for creating a digital signature and a public key to verify the digital signature;

(g) "Certtfving Authority" means a person who has been granted a licence to issue a
Digital Signature Certificate tinder section 24;

(/t) "ceifificatioit practice statement " means a satenlent issued by a Certifying Authority
to specify the practices that the Certifying Authority employs in issuing Digital Sig-
nature Certificates;

(i) "computer" nicarts any electronic, magnetic, optical or other high-speed data proc-
essing device or system which performs logical, arithmetic, and memory functions by
manipulations of electronic, magnetic or optical impulses, and includes all input. out-
put, processing, storage, computer software, or communication facilities which are
connected or related to the computer in a computer system or computer network;

(/) 'contpu;ernetu-ork" means the int erconnection of one or more computers through-
(i) the use of satellite, microwave, terrestrial line or other communication media;

and

(a) terminals or -I 	 consisting of two or more interconnected computers
whether or not the interconnection is continuously maintained;

(k) "computer resource" means computer, computer s ystem, computer network, data,
computer data-base or software;

(1) 'computer .cvstent" means a device or collection of devices, includin g input and Out-
put support devices and excluding calculators which are not prttgrainttiable and capa-
ble of being used in conjunction with external tiles, which contain computer pro-
gr-ammes, electronic instructions, input (taUt, and output data, that performs logic,
arithmetic, data storage and retrieval, communication control and oilier futtctions;

(at) "Controller" means the Controller of Certifying Authorities appointed under sub-
section (7) of section 17;

(n) "C'ber Appellate Tribunal" means the Cyber Regulations Appellate 'I'rihtmnal estab-
lished under sub-section (1) of section 48;

(o) "data" nieans a representation of information, knowledge, facts, concepts or insintc-
tions which are being prepared or have been prepared in a formalised manner, and is
intended to he processed, is being processed or has been processed in a computer
system or computer network, and may be in any farm (including computer printouts,
magnetic or opocal storage iiiedi:i, punched cards, punched tapes) or stored internally
in the memory of the computer;
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(j, ) "diyiial s:gontnte ' '',Iil1tjc;itj,ii if ally electronic record b y a subscriber by
means of in elciroriic method or procedioc ill accordance with the provisions of see-
ion 3;

(ce) "Digitti b'irncints' ( 'cIiiJi.'oEr '' nteaiis a Digital Signature Ccitt icate issued under
sub-section (4) of section 35;

(r) "electronic j0,in with reference to information means any information generated,
sent, received or stored in media, magnetic, optical, computer memory, micro film.
Computer Generated micro fiche or similar device;

(,'ci) 'Electronic Gazette" means the official gazette published ill the electronic form;
(s) 'electronic record means data, record or data generated, image or sound stored,

received or sent in an electronic form or micro film or computer generated micro
fiche;

(0 ' function " , in relation to a computer, includes logic, control, arithmetical process,
deletion, storage and retrieval and communication or telecommunication from or
within a computer;

(u) "izzforinarjon " includes data, text, images, sound, voice, codes, computer pro-
grammes, software and data-bases or micro film or computer generated micro fiche;

(s') "inter,net/ia,-'5-" with respect to any particular electronic message means any person
who on behalf of another person receives, Stores or transmits that message or provides
any service with respect to that message;

(w) "key pair", in an asymmetric crypto system, means a private key and its mathemati-
cally related public key, which are so related that the public key can verify a digital
signature created by the private key;

(x) "law" includes any Act of Parliament or of a State Legislature. Ordinances Promul-
gated by the President or a Governor, as the case may be. Regulations made by the
President under article 240, Bills enacted OS President's Act under sub-clause (a) of
clause (1) of article 357 of the Constitution and includes rules, regulations, bye-laws
and orders issued or made thereunder;

(y) " licence " means a licence granted to a Certifying Authority under section 24;
(z) "originator" means a person who sends, generates, stores or transmits any electronic

message or causes any electronic message to be sent, generated, stored or transmitted
to any other person but does not include an intermediary;

(za) "prescribed" means prescribed by rules made under this Act;
(:6) "private ker" means the key of a key pair used to create a digital signature;
(cc) "public ke y " means the key of a key pair used to verify a digital signature and listed

in the Digital Signature Certificate;

(zd) "secure system" means computer hardware, software, and procedure that—

(a) are reasonably secure from unauthorised access and misuse;

(b) provide a reasonable level of reliability and correct operation;
(c) are reasonably suited to performing the intended functions; and

(d) adhere to generally accepted security procedures;

(cc) "security procedure" means the security procedure prescribed under section 16 by the
Central Government;

(zj) "subscriber" means a person in whose name the Digital Signature Certificate is is-
sued;

(zg) "verify" in relation to a digital signature, electronic record or public key, with its
grammatical variations and cognate expressions means to determine whether—

(a) the initial electronic record was affixed with the digital signature by the use of
private key corresponding to the public key of the subscriber;
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(I,) the initial electronic record is retained intact or has been altered since such
clectrirninc record was so affixed with the di g ital signature.

(2) Ali) icicrence in this Act Ii) tlflV enacinient or any provision IhC1CL)f shall, inn relation to an
iRa in which such enact merit or such proc ision is net in force, he construed as a reference to the
cocrespcn nd iing law or the relevant provision of the correspondin g law,  ii any iii force in that area.

NOTES

This clause defines the various expressions oceuring in the Bill. (Claris' 2 of the Information
Technology Bill. 1999)

CHAPTER II

DIGITAL SIGNATURE

S. 3. Authentication of electronic records

(I) Subject to the provisions of nhis section air y subscriber may authenticate an electronic record
by affixing his digital signature.

(2) The authentication ofelectronictire elec record shall he effected b y the rise of asymmetric crypto
s ystem and hash function which envelop and transform the initial electronic record into another
electronic record.

Exjrlcoinoon.-- For the purposes of this sub-section, ''hash function" means an algorithm mapping
or translation of one sequence of bits 11110 another, generall y smaller, Set known as 'hash result'
such that an electronic record yields the same hash result every time tire algorithm is executed with
the same electronic record as its input making it corn pu tat ronal I y in fe as hic -

(a) to derive or reconstruct the original electronic record from the hash result produced
by the algo nIh ni;

(h) that two electronic records can produce the same hash result using the algorithm.

(3) Any person by the use of a public key of the subscriber can verily the electronic record.

(4) The private key and the public ke y are unique to the subscriber and constitute a functioning
Key pair.

NOTES

This clause provides tire conditions subject to which an electronic record may he authenticated
by means of a ff1 xi rig digital signature, The digital S ignattr rc is created iii two distinct steps. First the
electronic record is converted into a message digest by using a mathematical function known as
"hash function" which digitally freezes the electronic record thus ensuring tire integrit y of the con-
tent of the intended communication contained inn the electronic record. Any tampering with tire
contents of the electronic record will immediately invalidate tire digital signature. Secondly the
identity of the person affixing the digital signature is authenticated through tire rise of a private key
which attaches itself, to tire intessage digest and which can he verified by an ybody who ha.s tire pub-
ic key corresponding to such private key. This will enable anybody to verify whether tire electronic

record is retained intact or has been tampered with since it was so fixed sv itlr the digital signature. It
will also enable ii person who has a public key to identify tire originator of tire message. (Clause 3
of the information Technolog y Bill, 1999)

CHAPTER III

ELECTRONIC GOVERNANCE

S. 4 Legal recognition of electronic records

Where any law provides that information or an y other matter sha l l he in writing or in the
typewritten or printed form, then, mrotwitlrsranrding riirything coirna: red in such law. 

Such

requirement shall be deemed to hi:rve been satisfied if such information or nailer is-
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(a) rendered or made available in all electronic form; and

(ii) accessible SI) as to be usable for a subsequent t'cicrcnc.

N O'lES

his clause provides that where any law requires an y information or matter should he in theThis
typewritten or printed form then such I equi reincnt S hall be deemed to be satisfied fit is ill an dee-
troll IC IOrnl Ckoisc 4 of the Information  'leehnolooy Bill, 1999) 

S. 5. Legal recognition of digital signatures

Where any law provides that information or any other matter shall he authenticated b y affixing
t ile si gnature or any dOl:urllent should he signed or hear the signature of an y person then.
notwithstanding anything contained in such law, such requirement shalt he deemed to have been
sati s fled, if such information or matter is authenticated by means of digital signature affixed in such
manner as may be prescribed by the Central Government.

Esjlwtaiion.—For the purposes of this section, "signed", with its ganiinatical variations and
cognate expressions, shall, with reference to a person, mean affixing of his hand written signature
o- any mark on any document and the expression ''si g nature'' shall be construed accordingly.

NOTES

This clause provides for legal recognition of Digital Signatures. It shall be authenticated by
means of Digital Signatures affixed in such manner as may he prescribed by the Central Govern-
ment. (Clause 5 of the Information Technology Bill, 1999)

6. Use of electronic records and digital signatures in Government and its agencies
(I) Where any law provides for—

(a) the filing of any form, application or any other document with any office, authority,
bod y or aoency owned or controlled by the appropriate Government in a particular
manner;

(b) the issue or grant of any licence, permit, sanction or approval by whatever name
called in a particular manner;

(c) the receipt or payment of money in a particular manner,
then, notwithstanding an y thing contained in any other law for the time being in force, such
requirement shall he deemed to have been satisfied if such filing, issue, grant, receipt or Payment,
as the case may he, is effected by means of such electronic form as may be prescribed by the
appropriate Government.

(2) The appropriate Government may, for the purposes of sub-section (1), by rules, prescribe—
(a) the manner and format lit wilicil SUL4I	 nic roccrdc shah! he fih' II created or is-

sued;

(b) the manner or method of payment of any fee or charges for filing, creation or issue
any electronic record under clause (a).

NOTES

This clause lays down the foundation of Electronic Governance. The filing of any form, applica-
tion or other documents, creation, retention or preservation of records, issue or grant of any licence
or permit or receipt or payment in Government offices and its agencies may be done through the
means of electronic form. (Clause 6 of the Information Technology Bill, 1999)

S. 7. Retention of electronic records

(I) Where any law provides that documents, records or information shall be retained for any
specific period, then, that requirement shall be deemed to have been satisfied if such documents,
records or information are retained in the electronic form, if—

(a) the information contained therein remains accessible so as to be usable for a subse-
quent reference;
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(6) the electronic record is retained in the format in which it was ori g inall y venerated,
sent or ieee t ved or in it format si h iIi Cmiii be detitoissi rated to represent accurately the
information original 1y generated, sent or received:

(c) the details which will t'acilit:ite the identification of the origin, (lest inmition, date and
time of dispatch or receipt of such electronic record are available in the electronic rec-
ord:

Provided that this clause does not apply to an y information which is automatically generated
solely for the purpose of eriibling an electronic record to he dispatched or received.

(2) Nothin g in this section shall appl y to any law that expressl y provides for the retention of
documents, records or information in the fonu of electronic recozds.

S. S. l'ublicatiori of rule, regulation, etc., in Electronic Gazette

Where arm y law provides that any Rile, regulation, order, bye-law, notification or any other matter
hall he published in the Official Gazcttc, then. such req u i renle n t shall be deemed to have been

satisfied if such rule, regulation, order, b ye-law, notification or any other matter is published in the
Official Gazette or Electronic Gazette:

Proiilr'cl that where any Rile, re g ulation, order, buy-law, notification or any other matter is
published in the Official Gazette or Electronic Gazette, the date of publication shall be deemed to
he the cite or that Official Gazette which was first publ i shed in any form,

NOTES

This clause provides for the publication of rules, regulations and notifications in the Electronic
Gazette. Where an y law requires the publication of any rule, regulation, order, bye-law, notification
or an y other matter should be published in the Official Gatettc, then such requirement shall be
smutist ted if the same is published in an electronic form. It also provides where the Official Gazette
is published tio:tt in the printed as well as in the electronic form, the date of publication shall he the
date of publication of the Official Gazette which was first published in any form, (Clause 8 of the
Information Technology Bill, t999)

S. 9. Sections 6, 7 and S not to confer right to insist document sitnitid be accepted in electronic
form

Nodnag contained in sections 6. 7 and 8 shall confer a right upon any person to insist that any
Ministry or Department of the Central Government or the State Government or any authority Or

bod y established by or under any law or controlled or funded b y the Central or State Governnsent
should accept, issue, create, retain, preserve any document in the form of electronic records or
effect an y monetary transaction in the electronic form.

NOTES

'[his clause provides for the conditions stipulated in sections 6, 7 and 8 shall not confer any right
to insist the document should he accepted in an electronic form by any Ministry or Department of
the Central Government or the State Government (Clause 9 of the Information Technology Bill,
1999)

S. 10, Power to make rules b y Central Government in respect of digital signature

The Central Government may, for the pttrposes of this Act, b y rules, prescribe—

(a) the type of digital signature;

(b) the manner and format in which the digital sign attire sIn ill be affixed

(c) the manner or procedure which facilitates identification of the person affixing the
digital signature:

((1) control processes and procedures to ensure adequate integrit y , security and confiden-
tialit y of electronic records or payments: and

(e) any other matter whch is necessar y to d y e legal efl'ect to digital signatures.
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NOTES

'1 his clause provides for the power to make niles by the Cettirat Governitteiit lit respect of I)ieit.tl
Signature. (House /() Of the Information lcchitolnv Bill. 19991

CHAPTFR IV

ATTRIBUTION, ACKNOWLEDGMENT AND DESPATCH OF ELEC-
TRONIC RECORDS

S. 11. Attribution Of electronic records
An electronic record shall be attributed to the originator—

(a) if it was sent by the originator himself;

(b) by a person who had the authority to act on behalf of the originator in respect of that
electronic record; or

(C) by an information system programmed by or on behalf of the originator to operate
automatically.

NOTES

This clause deals with the attribution of the electron i c records to the originator. (Clause 11 of the
Information Technology Bill 1999)

S. 12. Acknowiedgnient of Receipt

(I) Where the origin1itor has 1101 agreed with the addressee that the acknowledgment of receipt of
electronic rccoi d be given iii a particular form 01 by a particular method, an acknowicdgmettr may
he given by—

(a) an y conlntunieation by the addressee, automated or otherwise or

(b) any conduct of the addressee, sufficient to indicate to the originator that the electronic
record has been received.

(2) Where the originator has stipulated that the electronic record shall be binding only onreceipt
of art acknowledgment of such electronic record by him. then unless acknowledgment has been so
received, the electronic record shall be deemed to have been never sent by the originator.

(3) Where the originator has not stipulated that the electronic record shall be binding only on
receipt of such acknowledgment, and the acknowledgment has not been received by the originator
within the time sped t meu or agi ced c, f no :nc !,.:iv p' lied or airreed to within a
reasonable time, then the originator may give notice to the addressee staling that no
acknowledgment has been received by him and specifying a reasonable time by which the
acknowledgment must he received by him and if no acknowledgment is received within the
aforesaid time limit he may alter giving notice to [lie addressee, treat the electronic record as
though it has never been sent.

NOtES

This clause provides for the acknowledgment of receipt of an electronic record by various
modes. (Clause 12 of the Information Technolo g y Bill, 1999)

S. 13. 'i'immme and place of dispatch and receipt of electronic record

(I) Save as otherwise agreed to between the ori g inator and the addressee, the dispatch of an
electronic record occurs when it enters a computer resource outside the control of the originator.

(2) Save as otherwise agreed between the originator and the addressee, the time of receipt of an
electronic record shalt be determined as follows, namely:—

(a) if the addressee has designated a computer resource for the purpose of receiving elec-
tronic records,-
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(i) receipt occurs at the time when tIre elect our c record CII CFS the (Iesieli;itcd
ci' npti ter iesou rce or

(ii) it' the electronic record is sent to a cornputcr resOurce of the addressee that is
not the desi I rated computer resource, receipt occurs at the time when the
electronic record is retrieved b y the addressee:

(b) if the addressee has not designated a computer resource along with specified timings,
if an, receipt occurs when the electronic reCoril enters the computer resource of the
addressee.

(3) Save as otherwise agreed between the originator and the addressee, an electronic record is
deemed to be dispatched at the place where [lie Originator has his place of bu s iness, and is deemed
to be received at the place where the addressee has his place of business.

(4) The provisions of sub-section (2) shall apply notwithstanding that the place where the
computer resource is located may he different from the place where the electronic record is deemed
to have been received under sob-section (3).

(5) For the purposes Of this section,—

(a) if the originator or the addressee has more than one place of business, the principal
place ni business, shall be theplace of business;

(b) if the originator or the addressee does not have a place of business, his usual place of
residence shall he deemed to be the place of business;

(c) ''usual place of residence'', in relation to a body corporate. means the place where it is
registered.

NOTES

This clause provides for the time and place of despatch and receipt of electronic record sent by
the ori g inator. (('louse 13 of the Information Technology Bill, 1999)

CHAPTER V

SECURE ELECTRONIC RECORDS AND SECURE DIGITAL SIGNA-
TURES

S 14. Secure electronic record

Where any security procedure has been applied to an electronic record at a specific point of time,
then such record shall be deemed to be a secure electronic record from such point of time to the
time of verification.

NOTES

This clause provides for the security procedure which has to he applied to an electronic record
'or being treated as a secure electronic record. (Clause i-I of the Information Technology Bill,
1999)

S. 15. Secure digital signature

If, by application of a securit y procedure agreed to by the parties concerned, it callhe verified
that a digital signature, at the time it was affixed was—

(a) unique to the subscriber affixing it;

(b) capable of identifying such subscriber;

(c) created in a manner or using a means under the exclusive control of tire subscriber and
is linked to tire electronic record to which it relates in such a manner that if the elec-
tronic record was altered the digital signature would be invalidated.

then such digital signature shall be deemed to be a secure digital signature.
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NOTES

This clause provides for the securi ty procedure to be applied to Digital Signatures for l'ein
tieared as a secure diitital si g nature, (Cluus 15 of the Information Technolo g y 13111. 999)

S. 16. Security procedure

The Central Government shall for the purposes of this Actprescribe the security procedure
having regard to commercial circumstances prevailing at the ti inc when the. procedure was used,
i net ud ng-

(a) the nature of the transaction:

(6) the level of sophistication of the parties with reference to their technological capacity;
(c:) the volume of similar transactions engaged in by other parties;
(d the availability of alternatives offered to but rejected by any party;
(c) tire cost of alternative procedures; and
(f) the procedures in general use for similar types of transactions or communications

NOTES

This clause provides for the powel of the Central Government to prescribe the security procedure
in respect of secure electronic records and secure digital signatures. (Clause 16 of the InformationTechnology Dill, 1999)

CHAPTER VI

REGULATION OF CERTIFYING AUTHORITIES

S. 17. Appointment of Controller and other officers

( I ) The Central Government may, by notification in the Official Gazette, appoint a Controller of
Cell ifyinro Authorities for the purposes of this Act and ma also by the same or subsequent
notification appoint such number of Deputy Controllers and Assistant Controllers as it deems fit.

(2) The Controller shall discharge his functions under this Act subject to the general control and
directions of the Central Government.

(3) The Deputy Controllers and Assistant Controllers shall perforin the functions-assi gned to
them by the Controller under the general superintendent and control of the Controller.

(4) The ouahifications ex perience and terms and conditions of service of Cnntrollcr. Deutv
Controllers and Assistant Controllers shall he such as may be prescribed by the Central
Government.

(5) The head office and Branch Office of the office of the Controller shall be at such places as
the Central Government may specify, and these may he established at such places as the Central
Government may think fit.

(6) 'there shall be a seal of the Office of the Controller.

NOTES

This clause provides for tire appointment of Controller and other officers to regulate the Certify-
in g Authorities. (Clause 17 of the Information Technology Rill, 1999)

S. 18. Functions of Controller

The Controller may perform all or any of the following functions, namely: .—
(a) exercising supervision over the activities of the Certifying Authorities.
(b) Certifying Public keys of the Cert ilying Authorities;
(c) laying down the standards to bc maintained by the Certifying Authorities;
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(a') specify ing the qualifications and experience which employees of the Certifying
Authorities should possess;

(e) specifying the conditions subject to which the Certifying Authorities shall conduct
their business;

(ft specifying the contents of written pikited or visual material and advertisements that
may be distributed or used in respect of a Digital Signature Certificate and the Public
Key;

(g) specifying the form and Content of a Digital Signature Certificate and the key;
(Ii) specifying the form and manner in which accounts shall be maintained by the Certi-

fying Authorities;

(i) Specifying the terms and conditiorts subject to which auditors may he appointed and
the remuneration to he paid to them:

(j) facilitating the establishment of any electronic system by a Certifying Authority either
solely or jointly with other Certifying Authorities and regulation of such systems;

(k) specifying the manner in which the Certifying Authorities shall conduct (heir dealings
with the subscribers;

(1) resolving any conflict of interests between the Certifying Authorities and the sub-
scribers:

(Jn) laying down the duties of the Certifying Authorities;
(n) maintaining a data-base containing of disclosure record of ever y Certifying Authority

containing such particulars as may be specified by regulations, which shall he acces-
sible to public.

NOTES
This clause provides for the functions of the Controller in respect of activities of Certifying

Authorities which may be prescribed by regulations. (Clause 18 of the Information Technology
Bill, 1999)

S. 19. Recognition of foreign Certifying Authorities

(1) Subject to such conditions and restrictions as may he specified by regulations, the Controller
may with the previous approval of the Central Government, and by notification in the Official
Gazette, recognise any Foreign Certifying Authority as a Certifying Authority for the purposes of
this Act.

(2) Where an y Certifying Authority is recognised under sub-section (1). the Digital Signature
Certificate issued by such Certify ing Authority shall be valid for the purposes of this Act.

(3) The Controller may, if he is satisfie! that any Certifying Authority has contravened any of
the conditions and restrictions subject to which it was granted recognition under sub-section (1) he
may, for reasons to he recorded in writin g , by notification in the Official Gazette, revoke such
recognition.

NOTES

This clause provides for the power of the Controller with the previous approval of the Central
Government to grant recognition for foreign Certifying Authorities subject to such conditions and
restrictions as may be imposed by regulations. (Clause 19 of the Information Technology Bill,
1999)

S. 20. Controller to act as repository

Act.
(t) The Controller shall be the repository of all Di g ital Signature Certificates issued under this

(2) The Controller shall—

(a) make use of hardware, software and procedures that are secure from instrusion and
misuse:
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(b) observe such other standards as mar' he prescribed by the Central Govern rilerit,

to ensure dint the secrecy and see u nty oC the digital si griatures ate assured.

(3) The Controller shall maintain a computerised data-base of all public keys iii such a manner
that such data-base and the public keys are available to any member of he public.

NOTES

This clause provides that the Controller, shall he acting as repository of all I)igital Signature Cer-
tihcates issued under the Act. lie shall also adhere to certain securit y procedure to ensure secrec
and privacy of the digital signatures and also to satisf y such other standards as may be prescribed
b y the Central Government. (Clouse 20 of the Information lechnolooy Bill, 1999)

S. 21. Licence to issue Digital Signature Certificates

(1) Subject to the provisions of sub-section (2), any person ma y make an application, to the
Controller, for a licence to issue Digital Signature Certificates.

(2) No licence shall he issued under sub-section (7), unless the applicant fulfills such
requirements with respect to qualification, expertise, manpower, financial resources and oilier
infrastructure facilities, which are necessary to issue Digital Signature Certificates as may he
prescribed by the Central Government.

(3) i\ licence granted tinder this section shall—

(a) be valid for such period as may he prescribed by the Central Government;

(b) not be transferable or heritable;

(c) he subject to such terms and conditions as may be specified by the regulations.

NOTES

This clause provides that a licence to he issued to a Certifying Authorit y to issue Digital Signs-
tore Certificates by the Controller shall be in such form and shall he accompanied with SUCII fees
and other documents as may be prescribed by the Central Government. Further, the Controller alter
considerin g the application either grant the licence or reject the application after giving reasonable
opportunity of being heard. (Clause 21 of the Information Technology Bill, 1999)

S. 22. Application for Licence

(I) Every application for issue of -,I licence shall he in such form as may he p rescribed by the
Central Government.

(2) Every application for issue of a licence shall be accompanied by—

(a) a certification practice statement;

(I') a statement including the procedures set in i cspcL ; dc flea'' ' n oft he anpircant;

(c) payment of such fees, not exceeding twent y-five thousand rupees as may be pre-
scribed by the Central Government;

(el) such other documents, as ma y be prescribed by the Central Government.

NOTES

'I his clause provides that the app1 I ce ion for licence shall be accompanied by a certi licati on
practice statement and statement incltidnig the procedure with respect to identification of the ippli-
cant. (C/misc 22 of the lnlormnatinn Technology Bill, 1999)

S. 23. Renewal of Licence

An application for renewal of a licence shall he--

(a) in such form;

(b) accompanied by such fees, not exceedin g five thousand rupees,

as may be prescribed by the Central Government and shall be made not less thati ferty-five days
before lhe date of 0xpiry of the period 0 f validity 0 f the. licence:
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P,-oi u/ed that an application for the renewal of the licence made after (Ile expi iN , of the licence
111:1N . he elite rt a in ed on pay iiie Iii of Suchcli .lic fee. [lot exceeding five hundredred rupees as may be
prescribed.

NOTES

This clause provides that the application for renewal Of a licence shall be ill such form and ac-
companied by such fees not exceeding five thousand rupees which may be prescribed by the Cen-
tral Government. (Clause 23 of the Information Technology Bill, 1999)

S. 24. Procedure for grant or rejection of Licence

The Controller may, on receipt of an application under sub-section (1) of SeCtion 21, after
considerin g the documents accompanying the application and such other factors, as he deems fit,
grant the licence or reject the application:

Provided that no application shall be rejected under this section unless the 
tippl leant has been

given a reasonable opportunity of presenting his case.

NOTES

This clause deals with the procedure for rejection of licence on certain grounds. (Ciautc 24 of
thc Information Technology sill, 1999)

S. 25. Suspension of Licence

(1) The Controller may, if lie is satisfied after making such inquir y , as he may think fit, chat a
Certifying Authority has,—

(a) made a statement in, or in relation to, the application for the issue or renewal of the
licence, which is incorrect or false in material particulars;

(6) failed to comply with the terms and conditions subject to which the licence was
granted;

(c) failed to maintain the standards specified under clause (6) of sub-section (2) of Section
20;

(d) has contravened any provisions of this Act, rule, regulation or order made thereunder,
revoke the licence:

Provided that no licence shall be revoked unless the Certify ing Authority has been given a
reasonable opportunity of showing cause against the proposed revocation.

(2) The Controller may, if lie has reasonable cause to believe that there is any ground for
revoking a licence under sub-section (1), by order suspend such licence pending the completion of
any inquiry ordered by him:

Provided that no licence shall be suspended for a period exceeding ten da ys unless the Certifying
Authority has been given a reasonable opportunity of showing cause against the proposed
suspension.

(3) No Certifying Authority whose license has been suspended shall issue any Digital Signature
Certificate (luring such suspension.

NOTES

This clause provides for suspension of licence on the grounds such as incorrect or false mateilal
particulars being mentioned in the applicatioit and also on the ground of contravention of any pro-
visions of the Act, nile, regulation or order made (hereunder. (Clause 25 of the Information Tech-nology Bill, 1999)

S. 26. Notice of suspension or revocation of licence

(I) Where the licence of the Certifying Atitliomit y is suspended or revoked, the Controller shall
publish noti ce of such suspension Or revocation , as the case may he, in the data-base maintained byhim.
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(2) Where one or more repos i tories ale spec i lied, the Controller sl all publish not ices of su ch
suspension or revocation, as the case may he, in all such repositories.

Provided that the data- base containing the notice of such Suspension or revocation. as the case
may be, shall be made available tlirouli a web site which shall he accessible round the clock

P,-oi'jcj€.'d Jutn/to, that the Controller may, if he considers necessary, publicise the contents of
data-base in such electronic or other media, as lie may consider appropriate.

NOTES

This clause provides that the Controller shall publish a notice of suspension or revocation OF li-
cence as the case ma y be in the dti ta base 111 sin t ai ned by hi iii. (Clause 26 of the Information Tech -
nology Bill, 1999)

S. 27. Power to delegate

The Controller ma y , in writing, all thorise the Deputy Controller, Assistant Controller or any
officer to exercise any of the powers of the Controller under this Chapter.

NOTES

This clause provides that the Controller may in writing aiitborise the Deputy Controller, Assis-
tant Controller or any officer to exercise any of his powers under the Act. (Clause 27 of the Infor-
mation Technology Bill, 1999)

S. 28. Power to investigate contraventions

(I) The Controller or any officer authorised by him in this behalf shall take up for investigation
any contravention of the provisions of this Act, rules or regulations made thereunder.

(2) The Controller or arty officer aothoriscd by him in this behalf shall exercise the like posers
which are conferred on income-lax authorities under Chapter XIII of the Income-tax Act, 1961 (43
of 1961) and shall exercise such powers, subject to such limitations laid down under that Act.

NOTES

This clause provides that the Controller shall have power to investigate contraventions of the
provisions of the Act or the rules or regulations madee thereunder either by himself or through any
officer authoriscd in this behalf. (Clause 28 of the Information Technology Bill, 1999)

S. 29. Access to computers and data

(I) Without prejudice to the provisions of sub-section (1) of section 69, the Controller or any
person authorised by him shall, if he has reasonable cause to suspect 

that 
any contravention of the

provisions of Cia Act, rules or rr . stlations made thereunder has been eontniutted, have acees to
any computer system. any apparatus, data or any other material Lsirccted will) such svstens, for the
purpose of searching or causing a search to he ma 	 m	 nde for obtaining any inforatio or data
contained in or available to such computer system.

(2) For the purposes of sub-section (I), the Controller or any person authoriscd by bins may, by
order, direct any person inctiarge of, ot otherwise concerned with the operation of, the computer
system ts, data apparatus or material, to provide him with such reasonable technical and other
assistance as he may consider necessary.

NOTES

This clause provides that the Controller or an y person authorised by him, if lie has reasonable
cause to suspect that contravention of the provisions of the Act or the rules or regulations is being
committed, shall have access to any computer s y stem, data or any other material connected with
such system. (C/rinse 29 of the Information 'I'cclt aol ogy Hill, 1999) 

S. 30. Certify ing Authority to follow certain procedures

Every Certifying Authority shall-
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(a) make use of hardware, software, and procedures that are secure lioni intrusion and
lilistise:

(ri) piovide a reasonable level of reliabilit y in us services which are reasonably suited to
the pe norma rt cc of intended functions;

(c) adhere to security procedures to ensure that the secrecy and privacy of the digital sig-
natures are assured; and

(d) observe such other standards as may be specified by regulations.

NOTES
This clause provides for the Certifying Authority to follow certain procedure iii respect of Digital

Signatures. (Clause 30 of the Information Technology Bill, 1999)

S 31. Certifying Authorit y to ensure compliance of the Act, etc.

Every Certifying Authorit y shall ensure that every person employed or otheiwise engaged by it
complies, in the course of his employment or engagement, with the provisions of this Act, rules,
re g ulations and orders made thereunder.

NOTES
This clause provides that the Certifying Authority shall ensure that every person employed by

him complies with the provisions of the Act, or rules, regulations or orders made thereunder.
(Clause 31 of the lnforrnatiort Technology Bill, 1999)

S. 32. Display of licence

Every Certifying Authority shall display its licence at a conspicuous place of the premises in
which it carries on its business,

NOTES
This clause provides that the Certifying Authority must display its licence at a conspicuous place

of the premises in which it carries on its business. (Clause 32 of the Information Technology Bill,
1999)

S. 33. Surrender of licence

(I) Every Certify in g Authority whose licence is suspended or revoked shall immediately after
such suspension or revocation, surrender the licence to the Controller.

(2) Where any Certifying Authority facts to surrender a licence tinder sub-section (1), the person
is whose favour a licence is issued, shall be guilty of an offence and shall be punished with
imprisonment which ma y extend up to six months or a fine which may extend up to ten thousand
rupees or with both.

NOTES

This clause provides that the Certifying Authority whose licence is suspended or revoked shall
immediately surrender the licence to the Controller. (Clause 33 of the Information Technology Bill,
1999)

S. 34. Disclosure

(I) Every Cci tifying Authority shall disclose in the manner specified by regulations--
(a) its Digital Signature Certificate which contains the public key corresponding to the

Priva te key used by that Certifying Authority to digitally sign another Digital Signa-
ture Certificate;

(b) any certification practice statement relevant thereto;
(c) notice of the revocation or suspension of its Certifying Authorit y certificate, if any;

and
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(d) an y nthei liLt that materiall y and ':ls'crsclvaile ets either the reliability of a I)iit,il
Sittattiie CetiIicatL:, 'shich that Authority his issued, or the Authorit y 's ahiltis 1)

pelfolm its services.
(2) Where in the opinion of the Certifying Authority any event has occurred or any situation h:

arisen which may materially and adversely affect the integrity of its computer system or the
conditions subject to which a D i gital Signature Certificate was granted, then, the Celli ing
Authiom ity shall

(a) use reasonable ef louts to notify ally person who is likely to be affected by that occur-
rctice: on

(b) act in accordance with the procedure specificd in its certification practice statement to
deal wi tit such event or situation.

NOTES

This clause provides that every Certifying Authorit y shall disclose its Digital Signature Certifi-
cate which contains public key correspondin g to the private key used by that Certifying Authority
and other relevant facts. (Clause 34 of the Information Technology Bill, 1999)

CHAPTER Vii

DIGITAL SIGNATURE CERTIFICATES

S. 35. Certifying Authorit y to issue Digital Signature Certificate

I) An y person mar' make an application to the Certifying Authority for the issue of a Digital
Signature Certilicate in such form as nitty be prescribed by the Central Government.

(2) Every such application shall be accompanied by such fee not exceeding twenty-fu cc thousand
rupees as may be prescribed by the Central Government, to be paid 10 the Certifying Authority:

Provided that while prescribing fees under sub-section (2) different fees may he prescribed for
different classes of applicants.

(3) Every such application shall be accompanied b y a certification practice statement or where
there is no such statement, a statement containi ne such particulars, as may be specified by
regulations.

(4) On receipt of an application under sub-section (1). the Certifying Authority may, after
conirtrration of the certificatioti practice statement or the other statement under sub-section (3) and
after making such enquiries as it uy deen'. fit, grant the Digital Signature Certificate or for reasons
to he recorded in writing, reject the application:

Provided that, no Digital Signature Certificate shall be granted unless the Certifying Authority is
satisfied that—

(a) the applicant holds the private key corresponding to the public key to be listed in time
Digital Signature Certificate:

(I' ) the applicant holds a private key, which is caoable of creating a digital signature:

(c) the public key to be listed in the certificate can be used to verify a digital signature
affixed by the private key held by the applicant.

Provided further that no application shall be rejected unless the applicant has been given a
reasonable opportunity of showin g cause against the proposed rejection.

NOTES

This clause deals with the form in which Digital Signature Certificate may be issued by a Certi-
fying Authorit y . (Clause 35 of the lmuforrnation Technolo g y Bull, 1999)
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S. 36. Representations upon issua nec of Digital  Signal nrc Certificate

A Ccttityiiii Authority white issuing a Digital Signature Certificate shall certify that—
(a) it has Complied with the provisions of this Act and the rules and regulations made

thercu ode r;
(li) it has published the Digital Si gnature Certificate or otherwise made it available to

such person relying on it and the subscriber has accepted it;

(c) the subscriber holds the private key corresponding to the public key, listed in the
Digital Signature Certificate;

(il) the subscriber's public key and private key constitute a functioning key pair;
(e) the litfurination contained in the Digital Signature Certificate is accurate; and
(1) it has no knowled ge of any material fact, w hich ifif it had beets included its the Digital

Signature Certificate would adversely affect the reliability of the representations made
in clauses (a) to (d).

NOTES
This clause provides for the Certifying Authority to certif y s hile issuing a Digital Signature

Certificate that It has complied with the P ro v i
s
ions of the Act, the rules and regulations made there-

under and also with other conditions mentioned in 
the Digital Signature Certificate. (Clause 36 ofthe Information Technology Bill, 1999)

S. 37. Suspension of Digital Signature Certificate

(I) Subject to the provisions of sub-section (2). the Certifying Authority which has issued a
Digital Signature Certificate may suspend such Digital Signature Certiticate,-

(a) on receipt of a request to that effect from
(i) the subscriber listed in the Digital Si gnature Certificate; or

(ii) any persots duly authorised to act on behalf of that subscriber;
(b) if it is of opinioti that the Digital Signature Certificate should be suspended in public

interest.
(2) A Di g ital Signature Certificate shall not he suspended for a period exceeding fifteen days

unless the subscriber has been given an opportunity of being heard in the matter,
(3) On stishictisiort of a Di g ital Signature Certificate under this section, Else Certifying Authority

shall cotnmiinicate the same to the subscriber.

NOTES

This clause provides for the suspension of Digital Signature Certificate under certain circum-
stances. Further, such ceitificate shall not be suspended for a period of exceeding 15 days unless
the subscriber has been given an opportunity of being heard. (Clause 37 of the Information Tech-nology Bill, 1999)

S. 38. Revocation of Digital Signature Certificate

(I) A Certifying Authority may revoke a Digital Signature Certificate issued by it—
(a) where the subscriber or any other person authnriscd by him makes a request to that

effect; or

(b) upon the death of the subscriber; or
(c) upon the dissolutiots of the firm oror witinling up of the company where the subscriber is

a firm or a company.

(2) Subject to the Provisions of sub-section (3) and without prejudice to the provisions of sub-
section (1), a Certifying Authority may revoke a Digital Signature Certificate which has been
issued by it at an y time, if it is of opinion that-
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(a) a material fact represented in the Digital Signature Certificate is false or has been
concealed;

(b) a requirement for issuance of the Digital Signature Certificate was not satisfied;

(c) the Certifying Authority's private ke y or security SyStCili was coiiiproinised iii a mari-
ner materially affecting the Digital Signature Certificate's reliability;

(d) the subscriber has been declared insolvent or dead or where a subscriber is a firm or ii
company, which has been dissolved, wound-up or Otherwise ceased to exist.

(3) A Digital Signature Certificate shall not be revoked unless the subscriber has been given an
opportunity of being heard in the matter.

(4) On revocation of a Digital Signature Certificate under this section, the Certifying Authority
shall communicate the satire to the subscriber,

NOTES

This clause provides for the revocation of Digital Signature Certificates under certain circum-
stances. Further, such revocation shall not he done unless the subscriber has been given an oppor-
tunity of being heard in the matter. (C/nave 38 of the Information Technology Bill, 1999)

S. 39. Notice of suspension or revocation

(1) Where a Digital Signature Certificate is suspended or revoked under section 37 or section 38,
the Certifying Authority shall publish a notice of such suspension or revocation, as the case may be,
in the repository specified in the Digital Signature Certificate for publication of such notice.

(2) Where one or more repositories are specified, the Certifying Authority shall publish notices
ofuch suspension or revocation, as the case may be, in all such repositories.

NOTES

This clause provides that the Certifying Authority shall publish the suspension or revocation of a
Digital Signature Certificate in the depository. (Clause 39 of the Information Technology Bill,
1999)

CHAPTER VIII

DUTIES OF SUBSCRIBERS

S. 40. Generatir.g I:oy rnir

Where any Di gital Signature Certificate, the public key of which cnirespunds te the priva t e key
of that subscriber which is to be listed in the Digital Signature Certificate has been accepted by a
subscriber, then, the subscriber shall generate the key pair by applying the security procedure.

NOTES

This clause provides that the subscriber shall generate a key pair using a secure system. (Clause
40 of the Information Technology Bill, 1999)

S. 41. Acceptance of Digital Signature Certificate

(1) A subscriber shall be deemed to have accepted a Digital Signature Certificate if he publishes
or authorises the publication of a Digital Signature Certificate—

(a) to one or more persons;

(b) in a repository, or

otherwise demonstrates his approval of the Digital Signature Certificate in any ni.rlricr.

(2) By accepting a Digital Signature Certificate the subscriber certifies to all who reasonably rely
on the information contained in the Digital Signature Certificate that-
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(a) the subscriber holds the private key eorresputtihig to the public ke y listed in the
Digital Signature Certificate and is entitled to hold the same;

(b) all rc'presen tatioti S made bY tie subscriber to the Cci Lily big Authority and all material
relevant to the information contained in the Digital Signature Certificate are true;

(c) all information in the Digital Signature Certificate that is within the knowledge of the
subscriber is true.

NOTES
This clause provides for the circumstances under which a subscriber shall be deemed to have ac-

cepted a Digital Signature Certificate. (Clause 41 of the Inftrmatioti Teehnolouy Bill, 1999)

S. 42. Control of private key

(I) Every subscriber shall exercise reasonable care to retain control of the private key
corresponding to the public key listed in his Digital Signature Certificate and take all Steps to
prevent its disclosure to it person not authorised to affix the digital signature of the subscriber.

(2) If the private key corresponding to the public key listed in the Digital Signature Certificate
has been compromised, then, the subscriber shall communicate the same without any delay to the
Certifying Authority in such manner as may be specified by the regulations.

1splanarion.--For the removal of doubts, it is hereby declared that the subscriber shall he liable
Fill he has informed the Certifying Authority that the private key has been compromised.

NOTES

This clause provides that the subscriber shall exercise all reasonable care 10 retain control of his
private key corresponding to the public key. (Clause 42 of the Information Technology Bill, 1999)

CHAPTER IX

PENALTIES AND ADJUDICATION

S. 43. Penalty for damage to computer, computer system, etc.

If any person without permission of the owner or any other p p rson who is iticharge of a
computer. computer system or computer network,—

(a) accesses or secures access to such computer, computer system or computer network.

(Li) downloads, copies or extracts any data, computer data base or information from such
computer, computer system or computer network including information or data held
or stored in any removable storage medium;

(c) introduces or causes to be introduced any computer contaminant or computer virus
into any computer, computer system or computer net\s urk;

(d) damages or causes to be damaged any computer, computer system or computer net-
work. data, computer data base or any other programmes residing iii such computer,
computer system or computer network;

(e) disrupts or causes disruption of any computer, computer system or computer network;

(f) denies or causes the denial of access to any person authorised to access any computer,
computer system or computer network by any means;

(g) provides any assistance to any person to facilitate access to a computer, computer
system or computer network in contravention of the provisions of this Act, roles or
regulations made thereunder;

(h) charges the services availed of by a person to the account of another person by tam-
pering with or manipulating any computer, computer system. or computer network,
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lie shrill be liable, to pa y d;nia'tirs b y way of compensation not cscccdiicg one crore nipecs to tire
person So nIt cc t ci.

lr.vpla, i(iO/i. ---Par Llie. purposes 01 this scctiir ii,----

(i) ''computer contaminant" means any set of commiputer IFISIFLICtiOnS that are designed----
(a) to modiFy, destroy, record transmit data or progrrimmiic residing within a

computer, computer system or coniputer netwol R: or
(I') by any means to usurp the nor met i peru; man of tli c c unpu Icr, computer sys-

tem, or computer network

(ii) ''computer database" means a representation of information, knowledge, facts, coir
ccpts or instructions ill text, image, audio, video tlinit are being prepared or have been
prepared in a formiialiscd manner or have been produced by a computer, computer
System or computer network and are intended for use in a computer, computer system
or computer network;

(iii) ''computer virus" means any computer instruction, information, data or programme
that destroys, dam:iges, de grades or adversely affects the performance of a computer
resource or attaches itself to another computer resource and operates when a pro-
gramnie, data or imistrmicuon is executed or some other event takes place in that com-
puter resource;

(iv) ''daninige" means to destroy, alter, delete, add, modify or rearrange any computer re-
source by any means,

NOTES

This clause provides penalty for damage caused to an y computer, computer network etc. by in-
troduetion of computer virus, ummauthnrised access and other types of mischief. Any person who is
toumiil guilty of contravenin g this section is liable to pa y dama g es by way of compensation not ex-
ceeding ten liditi rupees to the person affected thereb y . (Clnnisc 43 of the Information Technology
Bill, 1999)

S. 44. Penalty for failure to furnish information, return, etc.

If any person v. ho is required under this Act or any rules or regulations made thereunder to—

(a) furnish any document, return or report to tile Controller or the Certifying Authority
fails to furnish the seine, he ,hall he I inmh!e to a t any not exceeding one lakh and
fifty thousand rupees for each such failure;

(b) file any return or furnish an y information, books or other documents within the time
specified therefor in the regulations fails to file return or furnish the same within the
time speLincd therefore in the r'egn' 'ii i nns , he shall be liable to a penalty not exceed-
in,, five thousand rupees for every' day during wliici. such failure continues;

(c) maintain books of account or records fails to maintain die same, he shall be liable to a
penalty not exceeding ten thousand rupees for every day during which the failure
continues.

NOTES

This clause provides peitalty for failure to furnish iniormiration, returns, etc., which is required to
he furnished by any person under the i\Ct which rilay extend up to one l;tkh and fifty thousand ru-
pees for each SLICII failure-. It further provides for if the failure continues, lie shall be liable to a pen-
alty not exceeding usc thousand rupees for every clay during which such failure continues. (Clause
44 of the Information Technology Bill, 1999)

S. 45, Residuary penalty

\Vtnoes'er contravenes any rules or regulations made under this Act, for thur contravention of
wI ii cli Inn penalt y has been Sc parat clv provided, shall he Ii able to pay a compensation not exceeding
twenty-five thousand rupees to the pemsoim affected by such contravention or a penalty not
exceeding twenty-five thousand rupees.
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NOTES

This clause pros ides Iribility to pa y a coiiipensaik) Il not i ccedini' twenty-five tliousaiid rupeesby a Pelson who con ri VCnCS any i .egu tat ions made under t he Act for which no lilbility has been
separ,itcls provided under the Act o the person affected by such contravention (Clause 45 of theIniforniation Iechnolugy Bil I, 1999)

S. 46. Power to adjudicate

(I) For the punpose of itdjudgirng under this Chapter whether any parson has coniniitted a
contravention of any of the provisions of this Act or of any rule, regulation, direction or order made
(hereunder the Central Government shall, subject w tine provisions of sub-section (3), appoint any
officer not helov the rank of a Director to the Government Of India or an equivalent officer  of a
State Government to he an adjudicating officer for holding an inquiry in the manner prescribed by
the Central Government

(2) The adjudicating officer shall, After giving the pc-son referred to 10 Sub-section (1) areasonable opportunity for making rcpresentration in the matter and if, on such inquiry, he is
satisfied that the person has committed the contravention he may impose such penalty or award
such coilipeilsation as he thinks fit in accordance with the provisions of that Section.

(3) No person shall be appointed as an adjudicating officer unless h possesses such experience
in the field of Information Technology and legal or judicial experience as may be prescribed by the
Central Government.

(4) Where more than one adjudicating officers are appointed, the Central Government shall
specify by order the matters and places with respect to which such officers shall exercise theirjurisdiction

(5) Every adjudicating officer shall have die powers of a civil court which are conferred on the
Cyber Appellate Tribunal under sub-section (2) of section 58, and—

(a) all proceedings before it shall be deemed to he judicial proceedings within the mean-
ing of sections 193 and 228 (45 of 1860) of the Indian Penal Code;

(h) shall be deemed to be a civil court for the purposes of sections 345 and 346 of the
Code of Criminal Procedure. 1973(2 of 1974).

NOTES
This clause provides for the power to adjudicate contravention.; under the Act by an officer not

helms than the rank of a Director to Ihe Govemment of India or all equivalent officer of a StateGovernmen t and for holding an enquir y in the prescribed manner after giving reasonable opportu-nity of being heard. (Clause 46 of the Information Technolo gy Bill, 1999)
S. 47. Factors to be takeii into account by the adjudicating officer

While adjudging the quantum of compensation under this Chapter, the adjudicating officer shall
have due regard to the following factors, namely—

(a) the amount of gain of unfair advantage, wherever quantifiable, made as a result of the
default;

(6) the amount of loss caused to any Ferson as a result of the default;
(e) the repetitive nature of the default.

NOTES

This clause provides that while adjud icuti rig the quart to in of conipcnsa I ott. the adjudicating offi-cer shall have dine regard to the anlotiint of gain of unfair advarria g c and tIre anniount of loss caused10 arty person. (Clause 47 of the information Technology Bill, 1999)
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CHAPTER X

rl.flJ CYBER REGULATIONS APPELLATE 'I'RIBUNAL

S. 48. Establishment of C) her Appellate Tribunal

( I ) The Comm] Government shall, b y notifrctiion, establish one or note appellate tribunals to he
known as the Cvbor Re g ulations Appellate Tribunal.

(2) The Central Government shall also specify, in the notification referred to in sub-section (1),
Elie matters and places in relation to which the Cyhor Appellate 'Irihurtal may exorcise jurisdiction.

NOTES

This clause provides for establishment of one or more Appellate Tribunals to be known as Cs her
Regulations Appellate Tribunal. Further, 0w, Central Government by notification specify the mat-
ters and places in relation to such Tribunal. (Clause 48 of the Information Technology Bill, 1999)

Clause 48 of the Bill relates to the establishment of Cybcr Regulations Appellate Tribunal and
clause 52 relates to the salaries and allowances payable to and the other terms and conditions of
servicc including pension, gratuity and other retirement benefits of the presiding officer of the Tri-
bunal. Sub-clause (3) of clause 56 of the Bill provides for the salaries and allowances and other
conditions of service of the officers and employees of the Cyher Regulation Appellate Tribunal.
Sub-clause (4) of clause 87 of the Bill provides for such travelling and other allowances to he paid
to the Members of the Committee.

2. It is assumed that the Bill, when enacted will involve a non-recurring expenditure of rupees
sevent y -five lakhs and recurring expenditure of rupees one hundred and fifty lakhs during every
hnanci:rI year.

3. The Bill does not involve any other rior:-reeu rn ng cx pend RI re (Fin aodal !rfenrora,rclron of
the Information lectutology Bill, 1999)

S. 49. Composition of Cyber Appellate 'Tribunal

A Cyber Appellate Tribunal shall consist of one person onl y (hereinafter referred to as the
Presiding Officer of the Cyher Appellate Tribunal) to be appointed, by notification, by the Central
Government.

NOTES

This clause provides for the Cyber Regulations Appellate Tribunal which shall consist of one
person only who shall be appornicu by riI)1iI1Latilr by i;j,Ccn;col Cnvorro,c::t. (C!rr:rer 49 of 0,,.
Information Technology Bill, 1999)

S. 50. Qualifications for appointment as Presiding Officer of the Cyher Appellate Tribunal

A person shall not he qualified for appointment as the Presiding Officer of a Cyber Appellate
Tribunal unless he—

(o) is, or has been, or is qualified to be, a Jud ge of a I-Ugh Court; or

(b) is, or has been a member of the Indian Legal Service and is holding or has held a
in Grade I of that Service for at least three years.

NOTES

This clause provides for i tie qualifications for ap Ioi n t i ncrit as a Presiding Officer of the ']'ril>urial.
(Clause 50 ul the Information Technolog', Bill, 1999
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S. SI. 'I'crtn of office

'I'hc l'residing 011icci of a Cyber Appellate Tribunal shall hold office for a term of 
five yearsfrom th	 ne date o which he enters LIP011 his office or until he attains the age of sixt y -five years

NOTES

This clause provides that dic Pies ding U Ificen s Ii all hold office  subject to a maxinnium age limitol'65 years. (Clause 51 of the lniformatiott Technology Bill. 1999)

S. 52. Salar y, allowances and other terms and COOdiIEOHS of service of Presiding Officer
The salary and allowances pa yable to and the other terms and conditions of service includin gpension, gratuity and other rctirentcnt benefits ut, the Presiding Officer of a Cyhcr Appellate

Tribunal shall he such as may be prescribed:

Provided that neither the salary and allowances nor the other terms and conditions of service of
the Presiding Officer shall he varied to his disadvantage after appointment.

NOTES

This clause provides for the salary and allowances and other terms and conditions of service of
he Presiding Officer. (Clause 52 of the Information Technology Bill, 1999)

S. 53. Filling Up of vacancies

If. for reasoti other than temporary absence, any vacancy occurs in the office of the Presiding
Officer of a Cyber Appellate Tribunal, then the Central Government shall appoint another person in
accordance s ith the provisions of this Act to fill the vacancy and the proceedings may be continued
before the Cyher Appellate Tribunal from the stage at which the vacancy is filled.

NOTES

This clause provides for titlin g up of any vacancy occurring in the office of the Presiding Officerof Cyber Re g ulations Tribunal and also the procedure to be followed in case of a casual vacancy.(Clouse 53 of the Information Technology Bill, 1999)

S. 54. Resignation and removal

(1)
The Presiding Officer of a Cyher Appellate Tribunal may, by notice in writing under his hand

addressed to the Central Government resign his office:
Provided 

that the said Presiding Officer shall, unless lie is permitted by tfte Central Government
to relinquish his office sooner, continue to hold office until the expiry of three months from the date
Of receipt of such notice or until a person (lilly appointed as his successor enters upon his office or
until tlte expiry of his term of office, whichever is the earliest.

(2)
The Presiding Officer of a Cyber Appellate Tribunal shall not be removed from his office

except by an order by the Central Government on the ground of proved misbehaviour or incapacity
after an inquiry macic by a Jud g e of the Supreme Court in which the Presiding Officer concerned
has been informed of the charges against him and given a reasonable opportunity of being heard in
respect of these charges.

(3) The Central Govern niejit ma y , by rules, regulate the procedure for the investigation of
misbehaviour or incapacity of the aforesaid Presiding Officer.

NOTES
This clause deals W ith the procedure for resignation or removal of the Presiding Officer. (Clause54 of the Information Technology Bill, 1999)

S. 55. Orders constituting A ppellate Tribunal to be final and not to invalidate its proceedings
No order of the Central Government appointing an y person as the ['residin g Officer of a CyberA

ppellate 'Ii ibunal shall be called in question in any manner and no act or proceeding before a
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ber i\ ellate lnhLlrtal shall be called in question in an y mInter on the g round ineret y of any
deteCt in the cott1ttunnn of a Cher Appellate Tribitcial.

NOTES

This clause provides that no order appointing an y Presiding Officer sltal h: called in question
merel y on the itrotind of an y defect in the constitution of tile Iribunal. (C/tnsc 55 of the ltiforn:a-
tio:i Technolo gy Bill, 999)

S. 56. Staff of the Cyber Appellate Tribunal

(1) 'l'he Central Government shall provide the Cyher Appellate Tribunal with such officers and
employees as that Government may think lit.

(2) The officers and employees of the Cyher Appellate Tribunal shall discharge their functions
tinder general superintendence of the Presiding Officer.

(3) The salaries and allowances and other conditions of service of the officers and employees of
the Cyher Appellate Tribunal shall be such as may be prescribed by the Central Government.

NOTES

This clause provides that the Central Government shall provide such officers for the functioning
of the Cybcr Regulations Appellate Tribunal, it empowers the Central Government to frame rules
relating to salaries, allowances and other conditions of service of such officers and employees.
(Clause 56 of the Information Technolog y Bill, 1999)

S. 57. Appeal to Cyber Appellate Tribunal

(I) Save as provided in sub-section (2), any person agrieved by an order made by Controller or
an adjudicatin g officer under this Act ma y prefer an appeal to a Cyber Appellate Tribunal having
iorisdiction in the matter,

(2) No appeal shall lie to the Cyiter Appellate Tribunal from an order made by an adjudicating
ufficer with the consent of the parties.

(3) Every appeal under sub-section (I) shall he filed within a period of forty-five days from the
date on which a copy of the order made b y the Controller or the adjudicating officer is received by
ti, person a ggrieved and it shall be in such form and be accompanied by such fee as may be
prescribed:

Provided that the Cyher Appellate. Tribunal may entertain an appeal after the cxpiry of the said
period of forty-five days if it is satisfied that there was sufficient cause for not filing it within that
period.

(4) On receipt of an appeal under sub-section (1), the Cyber Appellate Tribunal may, after giving
the parties to the appeal, an opportunity of being heard, pass such orders thereon as it thinks fit,
confirming, modifying or setting aside the order appealed against.

(5) The Cybcr Appellate Tribunal shall send a copy of every order made by it to the parties to the
appeal and to the concerned controllercontroller or adjudicating officer.

(6) The appeal filed before the Cyber Appellate Tribunal under sub-section (1) shall be dealt
with by it as expeditiousl y as possible and endeavour shall he made b y it to dispose of the appeal
finally within six months from the date of receipt of the appeal.

NOTES

This clause provides for appeal by an aggrieved person against an order made by an sdudicrttiitg
officer to the Cyher Appellate Tribunal. (C/cone 57 of the Information Technology Bill, 1999)

S. 58. Procedure and powers of the Cyber Appellate Tribunal

(I) The Cyber Appellate Ti ihunal shall not be bound by the procedure lair! down by the Code of
Civil Procedure, 1908 (5 of 1908) but shall he guided by the principles of natural justice and,
subject to the other provisions of this Act and of any rules, the Cyber Appellate Irihunld shall have
powers to regulate its own procedure including the 1)111cc at which it shall have its sittings.
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(2) The Cyber Appellate Tribunalal sh at have, for the purposes of dischargiitg its functions under
this Act, the same powers as are vested in a civil court under the Code of Civil Procedure. 1908 (5
of 1908), while trying a suit, in respect of the following matters, namely:—

((I) summoning and enforcing the attendance of an y person and examining him ott oath;

(b) requiring the discovery and production of documents or other electronic records;

(c) receiving evidence on affidavits;

(ci) issuing commissions for the examination of witnesses or documents;

(e) reviewing its decisions;

(.1) dismissing an application for default or deciding it e.vparfe;

(g) any other matter which may be prescribed.
(3) Every proceeding before the Cybcr Appellate Tribunal shall be deemed to be a judicial

proceeding within the meaning of sections 193 and 228, and for the purposes of section 196 of tlte
Indian Penal Code and the Cyber Appellate Tribunal shall he deemed to he a civil court for the
purposes of section 195 and Chapter XXVI of the Code of Criminal Procedure, 1973 (2 of 1974).

NOTES

This clause provides for the procedure and powers of the Cyher Appellate Tribunal. The Tribu-
nal shall also have the powers of the Civil Court under the Code of Civil Procedure, 1908. (Clause

58 of the Information Technology Bill, 1999)

S. 59. Right to legal representation

The appellant may either appear in person or authorise one or more legal practitioners or any of
its officers to present his or its case before the Cyher Appellate Tribunal.

NOTES

This clause provides that the appellant may either appeal in person or ma y be represented by a
legal practitioner to present his case before the Tribunal, (Clause 59 of the Information Technology
Bill, 1999)

S. 60. Limitation

The provisions of the Limitation Act, 1963 (36 of 1963), shall, as far as may be, apply to an
appeal made to the Cyber Appellate Tribunal.

NOTES

This clause provides for period of limitation for admission of appeals from the ag grieved persons
to the Cyber Appellate Tribunal. (Clause 60 ef the Information Technology Bill, 1999)

S. 61. Civil court not to have jurisdiction

No court shall have jurisdiction to entertain any suit or proceeding in respect of any matter which
an adjudicating officer appointed under this Act or the Cyher Appellate Tribunal constituted under
this Act is empowered by or under this Act to determine and no injunction shall be granted by any
court or other authority in respect of any action taken or to be taken in pursuance of any power
conferred by or tinder this Act.

NOTES
This clause provides that no court shall have jurisdiction to entertain any suit or proceeding in re-

spect of any matter which an adjudicating officer has jurisdiction to determine. (Clause 61 of the
Information Technology Bill, 1999)
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S. 62. A ppeal to 111gb court

An y
 person agurieved hy',ui decision or order of the Cyber Appella t e 'tribunal ma y tile anappeal to the high Cowi within- da ys from he date o f co mmunication at the decision or Older

Pro vi

Of the ('yher Appellate 1'rihw	 to him on any question
of fact or law arising out of such ordcrded 

that the }tigh Court may, it It is satisfied that the appellant was prevented by sufficient
cause from filing the appeal ss thin the said period, allow it to he filed within a further period noteXceeding Sixty days.

NOTES
This clause provides for an appeal to tile Hi g h Court by an a gg rieved person from the decision Ofthe Cyher Appellate Tribunal (Clause 62 of the Information Technology Bill, 1999)

S. 63. Compounding of contraventions

(I) Any contravention under this Chapter may, either before or after the institution of
adjudication proceedings, he compounded by the Controller or such other officer as may he
specially authorised by him in this behalf or by the adjudicating officer, as the case may he, subjectM such 

conditions as the Controller or such other officer or the adjudicating officer may sp
Provided 

that such sum shall not, in any case, exceed th 	
ecify:

may be imposed under this Act for the co nt

	

	 e maximum amount of the penalty whichravention SO compounded

cont ravention w
(2) Nothing in sub-section (1) 

shall apply to a person who commits the same or similar
ithin a period of three Years from the date on which the first contraventioncommitted by him, was compounded

ExplaIIatjo,iFor 
the purposes of this sub-section, any second or subsequent contravention

committed after the expiry of a period of three years front the date on which the contravention was
Previously compounded shall be deemed to be a first contravention

(3)
Where any contravention has been compounded under sub-section (1), no proceeding or

further proceeding as the case may he, shalt be taken against the person guilty of suchcontra vention in respect of the con travention so compounded

NOTES

This clause provides that any contravention wider the Act shall he compounded by the Controller
or adjudication officer either before or after the 

i nstitution of the adjudication proceedings subjectto such conditions he may impose. (Clause 63 of the Information Technolog y Bill, 1999)
S. 64. Recovery of penalty

A penalty imposed under this Act, if it is not paid, shall he recovered as an arreas of land revenue
and the licence or the Digitai Signature Certificate, as the case may he, shall he su'pended Lilt thepenaity is paid.

NOTES
This clause provides for recovery of peila!tv as an arrears of land revenue and 

fo r suspension ofthe licence or Digital Signature Certificate
Technology Bill, 1999) 	 till the puaarv is paid, (Clause 64 of the Information

CHAPTER Xl

OFFENCES

S. 65. Ta mpering with computer source documents

Whoever knowingly or in tentionally conceals, destroys 01 alters or i ntentionally or knowingly
causes another to conceal destroy or alter any computer Source code used for a computer, Computer



Directions of Controller to a subscriber to eiaend facilities, etc.	 Sec. 69	 1271

programme, computer system or computer network, when the computer source code is required to
be kept or maintained by law for the time being in force, shall he punishable with imprisonment up
to three years, or with fine which ma y extend tip to two lakh rupees, or with both.

Explanation.—For the PUIPOSCS of this section, "computer source code' means the listing of
programmes, computer Commands, design and layout and programme analysis of computer
resource in any form.

NOTES

This clause provides for punishment with imprisonment up to three years or with a fine which
may extend to two lakh rupees or with both whoever knowingly or intentionally tampers with the
computer source documents. (Clause 65 of the Information Technology Bill, 1999)

S. 66. Hacking with computer system

(1) Whoever with the intent to cause or knowing that he is likely to cause wrongful loss or
damage to the public or any person destroys or deletes or alters any information residing in a
computer resource or diminishes its value or utility or affects it injuriously by an y means, commits
hacking.

(2) Whoever commits hacking shall be punished with imprisonment up to three years, or with
fine which may extend upto two lakh rupees, or with both.

S. 67. Publishing of information which is obscene in electronic form

Whoever publishes or transmits or causes to be published in the electronic form, any material
which is lascivious or appeals to the prudent interest or if its effect is such as to tend to deprave and
corrupt persons who are likely, having regard to all relevant circumstances, to read, see or herr the
matter contained or embodied in it, shall be punished on first conviction with imprisonment of
either description for a term which may extend to five years and with fine which may extend to one
lakh rupees and in the event of a second or subsequent conviction with imprisonment of either
description for a term which may extend to five years and also with fine which may extend to two
Iakhs rupees.

NOTES

This clause provides for punishment to whoever transmits or publishes or causes to be published
or transmitted, any material which is obscene in electronic form with imprisonment for a term
which may extend to two years and with fine which may extend to twenty-five thousand rupees on
first conviction and in the event of second or subsequent conviction with imprisonment of either
description for a term which may extend to five years and also with fine which may extend to fifty
thousand rupees. (Clause 66 of the Information Technology Bill, 1999)

S. 68. Power of the Controller to give directions

(1) The Controller may, by order, direct a Certifying Authority or any employee of such
Authority to take such measures or cease carrying on such activities as specified in the order if
those are necessary to ensure compliance with the provisions of this Act, rules or any regulations
made thereunder.

(2) Any person who fails to comply with any order under sub-section (I) shall he guilty of an
offence and shall be liable on conviction to imprisonment for a term not exceeding three years or to
a fine not exceeding two lakh rupees or to both.

NOTES

This clause provides that the Controller may give directions to a Certifying Authority or any em-
ployee of such authority to take such measures or cease carrying such activities specified in such
direction. (Clause 67 of the Information Technology Bill, 1999)

S. 69. Directions of Controller to a subscriber to extend facilities to decrypt information

(I) If the Controller is satisfied that it is necessary or expedient so to do in the interest of the
sovereignty or integrity of India, the security of the State, friendly relations with foreign States or
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public order or for preventing inertenlent to the fonimission of any cognizable offence, for reasons
to he recorded in ss riling, b y order, direct an y agency of the Government to intercept anyinformation transmitted through any computer resource

(2)
The subscriber or any person ineharge of the colltputer resource shall, when called Upon by

any agency which has been directed tinder suh-sectjorr (1), extend all facilities and technical
assistance to decrypt the information.

(3) The subscriber or any person who tails to assist the agency referred to in sub-section (2) shall
he punished with an imprisonment for a term which may extend to seven years.

NOTE'S

This clause empowers the Controller, if he is satisfied that it is necessary or expedient so to do inthe interest of sovereignty and integrity of India, the security of the State, friendly relations with
foreign States or public order to intercept any information transmitted through any computer sys-
tem or computer net work. (Clause 68 of the Information Technology 13i11, 1999)
S. 70. Protected system

(I) The appropriate Govern [lien t may, by notification in the Official Gazette, declare that any
Computer, computer system or computer network to be a protected system.

(2) The appropriate Government may, by order in writing, authorise the persons who areauthorised to access Protected systems notified under sub-section (1).
(3) Any person who secures access or attempts to secure access to a protected system in

contravention of the provisions of this Section shall he punished with imprisonment of either
description for a term which may extend to ten years and shall also be liable to fine,

NOTES

This clause empowers the appropriate Governments by notification to declare any computer,
computer system or computer network to he a protected system. Any unauthorised access of such
systems will be punishable with inlprisonrnent which may extend to ten years or with fine. 

(Clause69 of the Information Technology Bill, 1999)

S. 71. Penalty for misrepresentation

Whoever makes any misrepresentation to, or suppresses any material fact from, the Controller or
the Certifying Authority for obtaining arty licence or Digital Signature Certificate, as the case may
he, shall be punished with imprisonment for a term which may extend to two years, or with tine
which may extend to one lakh rupees, or with both.

NOTES
This clause prov i des that if any person misrepresenting or suppressing any material fact to tire

Controller or the Certifying	uhctv shall he punished with imprisonment for a term which may
extend to two years or with fine which may eAend to one lakh rupees or with both. (Clause 70 ofthe Information	 with Bill, 1999)

S. 72. Penalty for breach of confidentiality and privacy

Save as otherwise provided in this Act or any other law for the time being in force, any person
who, in pursuant of any of the powers conferred under this Act, rules or regulations made
thereunder, has secured access to any electronic record, book, register, correspondence
information, document or other material without the consent of the person concerned discloses such
electronic record, hook, register, crurespondence information, document or other material to any
other person shall be punished with imprisonment for a term which may extend to two years, or
with fine which may extend to one lakh rupees, or with both.

NOTES

This clause P r ovides a punishment for breach of confidentiality and privacy with imprisonment
for a term which may extend to two years or with fine which may extend to one lakh rupees or with
both. (Clause 71 of the Information Technology Bill, 1999)
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S. 73. Penalty for publishing Digital Signature Certificate false in certain particulars

(1) No person shall publish a I)igital Si g nature Certiheate or otherwise make it available to any
other person with the knowledge that—

(a) the Cettifying Authority listed in the certificate has not issued it: or

(1) the subscriber listed in Lhc certificate has not accepted it; or

(c) the certificate has been revoked or suspended,

unless such publication is for the purpose of verifying a digital signature created prior to such
suspension or revocation.

(2) Any person who contravenes tttC provisions of sub-section (1) shall be punished with
imprisonment for a term which may extend to two years, or with fine which may extend to one lakh
rupees, or with both.

NOTES

This clause provides punishment for publishing a Digital Signature Certificate false in material
particulars or otherwise making it available to any other person with imprisonment for a term
which may extend to two years or with fine which may extend to one lakh rupees or with both.
(Clause 72 of the Information Technology Bill, 1999)

S. 74. Publication for fraudulent purpose

Whoever knowingl y creates, publishes or otherwise makes available a Di g ital Signature
Certificate for an' fraudulent or unlawful purpose shall be punished with imprisonment for a term
which may extend to two years, or with fine which may extend to one lakh rupees, or with both.

NOTES

This clause provides for punishment with imprisonment for a term which may extend to two
years or with fine which may extend to one l:rkh rupees or with both to a person whoever know-
ingly publishes for fraudulent purpose any Digital Signature Certificate. (Clause 73 of the Informa-
tion I

l'echnology Bill, 1999)

S. 75, Act to apply for offences or contravention committed outside India

(I) Subject to the provisions of sub-section (2), the provisions of this Act shall apply also to any
offence or contravention committed outside India by any person irrespective of his nationality.

(2) For the purposes of sub-section (1), this Act shall apply to an offence or contravention
committed outside India by any person if the act or conduct constituting the offence or
contravention involves a computer, computer system or computer network located in India.

NOTES

This clause provides for punishment for commission of any offence or contravention by a person
outside India irrespective of his nationality if the act or conduct constituting the offence or contra-
vention involves a computer, computer system or computer network located in India. (Clause 74 of
the Information Technolog y Bill, 1999)

S. 76. Confiscation

Any computer, computer system, floppies, compact disks, tape drives or any other accessories
related thereto, in respect of which any provision of this Act, rules, orders or regulations made
thereunder has been or is bein g contravened, shall be liable to confiscation:

Provided that where it is established to the satisfaction of the court adjudicating the confiscation
that the person in whose possession, power or control of any such computer, computer system,
floppies, compact disks, tape drives or any other accessories relating thereto is found is not
responsible for the contravention of the provisions of this Act, rules, orders or regulations made
thereunder, the court may, instead of making an order for confiscation of such computer, computer
system, floppies, compact disks, tape drives or any other accessories related thereto, make such
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other order authorised by this Act against the peon contravening of the provisions of this Act,
rules, orders or regulation .,; made thereunder as it ma y think fit

NOTES

This clause provides for confiscation of any computer, computer system, floppies, Compactdisks, tape drives or any other accessories related thereto in respect of Contravention of any provi-
sion of the Act, rules,, regulations or orders made thereunder. (Clause 75 of the Information '['edt-nology Bill, 1999)

S. 77, Penalties or confi.svafion not to interfere with other puriishinent

No penalty imposed or confiscation made under this Act shall prevent the imposition of any
otltcr punishment to which the person affected thereby is liable under any other law for the time
being in force.

NOTES

This clause provides that penalty and confiscation provided under this Act shall not interfere
with other punishments provided under any other law for the time being in force, (Clause 76 of theInformation Technology Bill, 1999)

S. 78. Power to investigate offences

No t withstanding anything contained in the Code of Criminal Procedure, 1973 (2 of 1974), a
Police officer not below the rank of Deputy Superintendent of Police shall investigate any offence
under this Act.

NOTES

This clause pros ides for power to investigate the offences under the Act by a Police Officer not
below than the rank of Deputy Superintendent of Police. (Clause 77 of the Information TechnologyBill, 1999)

CHAPTER XII

NETWORK SERVICE PRO VIDEkS NOT TO BE LIABLE IN CERTAIN
CASES

S. 79. Network service providers u,t to e liable in certain cases

For the removal of doubts, it is hereby declared that no person p.o.dbw an y service as a
network service provider shall be liable under this Act, rules or regulations made thereunder for aoy
third party information or data made available by him if he proves that the offence or contravention
svas committed without his knowledge or that he had exercised all due diligence to prevent the
ConimissiOrs of such offence or contravention

E.rplanaiian__por the purposes of this section,--

(a) "network service provider' means an intermediary;
(b) third pasty information" means any information dealt with by a network service pro-

vider in his capacity as an intermediary.

NOTES

This clause provides that the Network Service Providers not to be liable in Certain cjrctimstances
(Clause 78 of the Information Technology Bill, 1999)
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MISCELLANEOUS

S. 80. Power of police officer and other officers to enter, search, etc.

(I) Notwithstanding anything contained in the Code of Criminal Procedure, 1973 (2 of 1974).
an y police officer, not below the rank of a Deputy Superintendent of Police, or any other officer of
the Central Government or a State Government authorised by the Central Government in this behalf
may enter any public place and search and arrest without warrant any person found therein who is
reasonably suspected or having committed or of committing or of being about to commit any
offence under this Act.

Explanation.—For the purposes of this sub-section, the expression 'public place" includes any
public conveyance, any hotel, any shop or any other place intended for use by, or accessible to the
public.

(2) Where any person is arrested tinder sub-section (1) by ail other than a police officer,
such officer shall, without unnecessary delay, take or send the person arrested before a magistrate
having jurisdiction iii the case or before the officer-in-charge of a police station.

(3) The provisions of the Code of Criminal Procedure, 1973 (2 of 1974) shall, subject to the,
provisions of this Section, apply, so far as may he, in relation to any entry, search or arrest, made
under this section.

NOTES

This clause empowers Police Officer not below the rank of Deputy Superintendent of Police or
any other Officer of the Central or Slate Government to enter, search and seize and arrest any per-
son who is reasonably suspected to have committed any offence under this Act. (clause 79 of the
Information Technology Bill, 1999)

S. 81. Act to have overriding effect

The provisions of this Act shall have effect notwithstanding anything inconsistent therewith
contained in any other law for the time being in force.

NOTES

This clause provides that the provisions of the Act shall have overriding effect over the other
law. (Clause 80 of the Information Technology Bill, 1999)

S. 82. Controller, Deputy Controller and Assistant Controllers to be public servants

The Presiding Officer and other officers and employees of a Cyhcr Appellate Tribunal, the
Controller, the Deputy Controller and the Assistant Controllers shall be deemed to be public
servants within the meaning of section 21 of the Indian Penal Code 45 of 1860.

NOTES

This clause provides that the Controller, Deputy Controller and Assistant Controller shall be
deemed to be public servants within the meaning of section 21 of the Indian Penal Code. (Clause
81 of the Information Technology Bill, 1999)

S. 83. Power to give directions

The Central Government may give directions to any State Government as to the carrying into
execution in the State of any of the provisions of this Act or of any rule, regulation or order made
thereunder.

NOTES

This clause provides for the Central Government to give directions to the Government of States
as to the carrying into execution, the provisions of the Act. (Clause 82 of the Information Technol-
ogy Bill, 1999)
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S. 84. Protection of act io ii taken ill good faith

No suit, lsutiol or otlici legal proceeding shall lie against the Central Government, the State
Government, the Controller or any person acting on behalf 01 hi m, the Presiding Officer,
adjudication officers and the staff of the C yher Appellate Tribunal for an y thing, 	is in good
faith done or intended 0 be done in pursuance of this Act or any rule, re gulation or order made
thereunder.

NOTES

This clause provides for protection of action taken in good faith by the Central Government, the
State Government, the Controller or any person acting on behalf his under the Act. (Clause 83 of
the Information Technology Bill, 1999)

S. 85. Offences by companies

(I) Where a person committing a contravention of any of the provisions of this Act or of any
rule, direction or order made thereunder is a company, every person who, at the time the
contravention was committed, was in charge of, and was responsible to, the company for the
conduct of business of the company as well as the company. shall he guilty of the contravention
and shall be liable to he proceeded against and punished accordingly:

Provided that nothing contained in this sub-section shall render any such person liable to
punishment if lie proves that the contravention took place without his knowledge or that lie
exercised all due diligence to prevent such contravention.

(2) Notwithstanding anything contained in sub-section (1), where a contravention of any of the
provisions of this Act or of any rule, direction or order made(hereunder has been committed by a
company and it is proved that the contravention has taken place with the consent or connivance of,
or is attributable to any neglect on the part of, any director, manager, secretary or other officer of
the compan y , such director, manager, -secretary or other officer shall also be deemed to he guilty of
the contravention and shall be liable to he proceeded against and punished accordingly.

Lsplanalio,m,—For the purposes of this section.-

(i) "company" means any body corporate and includes a firm or other association of
individuals; and

(ii) "director", in relation to a firm, means a partner in the firm.

NOTES

This clause provides for offences committed by companies. (Clause 84 of the Information Tech-
nology Bill, 1999)

S. 86. Removal of difficulties

(I) If any difficulty arises in giving effect to the provisions of this Act, the Central Government
may, by order published in the Official Gazette, make such provisions not inconsistent with the
provisions of this Act as appear to it to be necessary or expedient for removing the difficulty:

Provided that no order shall be made under this section after the expiry of a period of two years
from the commencement of this Act.

(2) Every order made under this section shall be laid, as soon as may be after ills made, before
each House of Parliament.

NOTES

This clause confers the power upon the Central Government to remove certain difficulties arising
out of implementation of the provisions of the Act. (Clause 85 of the Information Technology Bill,
1999)

Clause 85 of the Bill empowers the Central Government byorder to reztove certain difficulties
which may appear to it to be necessary or expedient. Further such order shall not be made tinder
this clause after the expiry of a period of two years from the commencement of this Act. Every
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such order shall be laid before both Houses of Parliament. (Alcmo, -andton Regaidiiu,' Delegate(f
Legislation of the Information Technolo gy Bill, 1999)

S. 87. Power of Central Government to make rules

(I) The Central Government may, by notification in the Official Gazette and in the Electronic
Gazette make rules to carry out the provisions of this Act.

(2) In particular, and without prejudice to the generality of the foregoing power, such rules may
provide for all or any of the following matters, namely:—

(a) the manner in which any information or matter may he authenticated by means of
digital signature under section 5;

(b) the electronic form in which filing, issue, grant or payment shall be effected under
sub-section (1) of section 6;

(a) the manner and format iii which electronic records shall he filed, created or issued and
the method of payment under sub-section (2) of section 6;

(d) the matters relating to the type of digital signature, manner and formal in which it may
he affixed under section 10;

(a) the security procedure for the purpose of creating secure electronic record and secure
digital signature under section 16;

(fl the qualifications, experience and terms and conditions of service of controller, Dep-
uty Controllers and Assistant Controllers under section 17;

(g) other standards to he observed by the Controller under clause (b) of sub-section (2) of
section 20;

(Ii) the requirements which an applicant must fulfil under sub-section (2) of section 21;
(i) the period of validity of licence granted under clause (a) of sub-section (3) of section

01

(j) the form in which an application for licence may he made under sub-section (1) of
section 22;

(k) the amount of fees payable under clause (c) of sub-section (2) of section 22;
(1) such other documents which shall accompany an application for licence under clause

(d) of sub-section (2) of section 22;

(in) the form and the fee for renewal of a licence and the fee payable thereof under section
23;

(a) the amount of late fee payable under the proviso to section 23:

(o) the form in which application for issue of a Digital Signature Certificate may be made
under sub-section (1) of section 35;

(e) the fee to be paid to the Certifying Authority for issue of a Digital Signature Certifi-
cate under sub-section (2) of section 35;

(q) the manner in which the adjudicating officer shall hold inquiry under sub-section (1)
of section 46;

(r) the qualification and experience which the adjudicating officer shall possess under
sub-section (2) of section 46;

(s) the salary, allowances and the other terms and conditions of service of the Presiding
Officer under section 52;

(t) the procedure for investigation of misbehaviour or incapacity of the Presiding Officer
under sub-section (3) of section 54;

(u) the salary and allowances and other conditions, of service of other officers and em-
ployees under sub-section (3) of section 56;

(v) the form in which appeal may he filed and the fee thereof tinder sub-section (3) of
section 57;
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(ii) any other power of a civil court required to be prescribed under clause (y) of sub-
scettoil (2) of section 58; and

(.v) any other matter which is required to he, or ma y be, prescribed.
(3) Every notification made by the Central Government under clause (1) of sub-section (4) of

section I and every rule made by it shall he laid, as soon as may be after it is made, before each
House of Pai lianient, while it is in session, for a total period of thirty days which may be comprised
UI One session or in two or more successive sessions, and if, before the expiry of the session
immediately following (lie session or the successive sessions aforesaid, both Houses a g ree in
making any modification in the notification or the rule or both Houses agree that the notification or
the rule should not he made, the notification or the rule shall thereafter have effect only in such
modified form or be of no effect, as the case may be; so, however, that any such modification or
annultinent shall he without prejudice to the validity of anything previously done under that
notification or rule.

NOTES

This clause confers power upon the Central Government to make rules. (Clause 86 of the Infor-mation Technology 13i1!, 1999)

Clause 86 of the Bill empowers the Central Government to make rules by notification to carry
out the provisions of the Act. The matters in respect of which such rules may be made are specified
therein. These matters relate, litter cilia, to the electronic form in which filing, creation, grant or
payment shall be made, types of digital signatures, the security procedure for creating secure elec-
tronic record and secure digital signature, the conditions to be fulfilled by an applicant for granting
licence, renewal and revocation of such licence, the manner in which the adjudicating officer shall
hold inquiry, the salary, allowances and other terms and conditions of service of the presiding offi-
cer of tIne Cyber Appellate Tribunal, the procedure for investigation of misbehaviour or incapacity
Of the presiding officer, the form of appeal, the salar y and allowances and other conditions of serv-
ice of oilier officers and employees of the Tribunal. (Meinorandun, Regarding Delegated Legisla.don of the Information Technology Bill, 1999)

S. 88. Constitution of Advisory Committee

(l) The Central Government shall, as soon as may be after the Commencement of this Act,
constitute a Committee called the Cyber Regulations Advisory Committee.

(2) The Cher Regulations Advisory Committee shall consist of a Chairperson and such number
of other official and non-official members representing the interests principally affected or having
special knowledge of the subject-matter as the Central Government may deem fit.

(3) The Cyber Regulations Advisory Committee shall advise—

(a) the Central Government either generally as iegds any rules or for any other nurpose
connected with this Act;

(b) the Controller in framing the regulations under this Act.
(4) There shall be paid to the non-official members of such Committee such travelling and other

allowances as the Central Government may fix.

NOTES

This clause provides for constitution of a Cyber Re g ulations Advisory Committee which may
advise the Central Government oil matters under the Act. (Clause 87 of the Information
Technology Bill, 1999)

S. 89. Power of Controller to make regulations

(I) The Controller may, after consultation with the Cyher Regulations Adviory Committee and
with the previous approval of the Central Government, by notification in the Official Gazette, make
regulations consistent with this Act and the rules made thereunder to carry out the purposes of this
Act.
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(2) In particular, and without prejudice to the generality of tie foregoing power, such regulations
may provide for all or any of the following matters, namely:--

(a) the particulars relating to matntcnance of data-base containing the disclosure record of
every Certifying Authority under clause (ni) of section IS;

(b) the conditions and restrictions subject to which the Controller may recognise any for-
eign Certifying Authority under sub-section (I) of section 19;

(c) the terms and conditions subject to which a licence may be granted under clause (c) of
sub-section (3) of section 21;

(ci) other standards to be observed by a Certifying Authority tinder clause (d) of section
30;

(e) the manner in which the Certifying Authority shall disclose the matters specified in
sub-section (1) of section 34;

( the particulars of statement which shall accompany an application under sub-section
(3) of section 35.

(g) the manner in which the subscriber shall communicate the compromise of private key
to the Certifying Authority under sub-section (2) of section 42.

(3) Every regulation made under this Act shall be laid, as soon as may be after it is made, before
each House of Parliament, while it is in session, for a total period of thirty days which may he
comprised in one session or in two or more successive sessions, and if, before the expiry of the
session immediately followin g the session or the successive sessions aforesaid, both Houses agree
in making any modification in the regulation or both Houses agree that the regulation should not he
made, the regulation shall thereafter have effect only in such modified form or he of no effect, as
the case may be; so, however, that any such modification or annulment shall be without prejudice
to the validity of anything previously done under that regulation.

NOTES

This clause provides for power to the Controller to make regulations tinder the Act. (Clause 88
of the lnformaiors Technology Bill, 1999)

Clause 88 of the Bill empowers the Controller to make regulations after consultation with the
Cyber Regulation Advisory Committee and with the previous approval of the Central Government
to carry out the purposes of this Act. The matters in respect of which such regulations may be made
are specified therein. These matters relate, inter olin, to the particulars relating to maintenance of
database containing the disclosure record of every Certifying Authority, conditions and restrictions
subject to which the Controller may recognise any Certifying Au thority to issue Digital Signature
Certificate in a country outside India, the terms and conditions subject to which a licence may be
granted and other standards to be observed by a Certifying Authority. (Meinarand:'in Regarding
Delegated Legislation of the Information Technology Bill, 1999)

S. 90. Power of state Government to make rules

(I) The State Government may, by notification in the Official Gazette, make rules to carry out
the provisions of this Act.

(2) In particular, and without prejudice to the generality of the foregoing power, such rules may
provide for all or any of the following matters, namely:—

(a) the electronic form in which filing, issue, grant receipt or payment shall be effected
under sub-section (1) of section 6;

(b) for matters specified iii sub-section (2) of section 6;
(c) any other matter which is required to be provided by rules by the State Government.

(3) Every rule made by the State Government under this section shall be laid, as soon as may be
after it is made, before each house of the State Legislature where it consists of two Houses, or
where such Legislature consists of one House, before that I [case.
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NOTES

This clause provides power to the State Government to make rules. (Clause 89 of the Inform-
lion Technology Bill, 1999)

Clause 89 of the Bill empowers the State Government to make rules by notification to carry Out
the provisions of the Act. The matters jut respect of which such rules may be made are specified
therein. These matters relate, litter a/ia, to the electronic form in which filing, creation, grant or
payment shall he affected, and certain other matters specified in sub-section (2) of section 6.
(Memorandum Regarding Delegated Legislation of the Information Technology Bill, 1999)

S. 91. Amendment of Act 45 of 1860

The Indian Penal Code shall he amended in the manner specified in the First Schedule to this
Act.

NOTES
This clause provides for amendment of the Indian Penal Code. The Indian Penal Code provides

for offences relating to documents. It is proposed to amend various sections so as to take care of
offences relating to electronic records also Accordingly,—

(I) a new definition clause containing electronic record" is inserted as section 29A;

(ii) sections 167. 172, 173, 175, 192, 204 and 463, being amended to include electronic
record also;

(iii) section 464 is being amended to provide punishment for making a false document or
false electronic records;

(iv) sections 466, 468, 469, 470, 476 and 477A are being amended to include 'electronic
record" also. (C'lause 90 of the Information Technolog y Bill, 1999)

S. 92. Amendment of Act I of 1872

The Indian Evidence Act, 1872 shall be amended in the manner specified in the Second Schedule
to this Act.

NOTES

This clause provides for amendment of the Indian Evidence Act, 1872. The amendments are be-
ing made to take care of admissibility of electronic records along with paper based documents.
Other consequential amendments are also being made to take note of the provisions of the Infor-
mation Technology Act, 1999. Salient features of the amendments areas follows:-

(i) in section 3, in toe definition of "e','kieoe" for "all documents produced for the inspec-
tion of the Court" the words 'the contents of electronic records" is aiso proposed to be
inserted;

(ii) after the definition of "India" the expressions "Certifying Authority". "Digital Signa-
ture", "Digital Si gnature Certificate", "electronic form", "electronic records" "informa-
tion" and ''subscriber" shall have the meanings assigned to them in the Information
Technology Act, 1999;

(iii) alter section 22, a new section 22A is being inserted to provide for relevance of oral
admissions as to contents of electronic records in Certain circumstances;

(iv) in sections 34 and 35, the words "electronic record" are also proposed to be added in
addition to books of account and records;

(v) this clause seeks to substitute section 39 which provides for extent to which a statement
forming part of a l onger statement will be admissible in or take care of statement con-
tained in electronic record;

(vi) after section 47, a new section 47A is proposed to be inserted in the Act in respect of
opinion to be formed by the Court as to the digital signature by the Certify ing Authority;
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(\ ii) in section 59, the contents of ''documents" is being substituted by contents of -docu-
ments or electronic records";

(viii) after Section 65, two new sections namel y , 65A and 6513 are being proposed to be in-
serted which are special provision relating to electronic records and admissibility of
computer outputs which is based on the lines sec 36A of the Central Excise Act, 19-14
and section 1 38C of Custom Act, 1962;

(ix) after section 67, a new section 67A is proposed to he inserted providing for the circum-
stances in which the digital signature of a subscriber ma y he proved;

(x) alter section 73, a new section 73A is proposed to be inserted to empower a court to
direct a subscriber Certifying Authority or the Controller to produce a Di g ital Signature
Certificate.

(xi) after section 81, a new section 81 A is proposed to be inserted with reference 10 pre-
sumption as to the Official Gazette;

(xii) after Section 85, three new sections 85A. 8511 and 85C are proposed to be inserted with
reference to presumptions as to electronic agreements, a electronic records, digital sig-
natures and Digital Signature Certificate;

(xiii) alter section 88, a new section SSA is proposed to he inserted in respect of presumptions
as to electronic messages;

(xiv) after section 90, a new section 90A is proposed to be inserted in respect of presumptions
as to electronic records five years old;

(xv) section 131 is proposed to be substituted for production of documents or electronic rec-
ords which another person, having in his possession could refuse to produce. (Clause 91
Of time Information Technology Bill, 1999)

S. 93. Amendment of Act 18 of 1891

The Bankers' Books Evidence Act, 1891 shall be amended in the manner specified in the Third
Schedule to this Act,

NOTES

Provides for the amendment of the Banker's Book Evidence Act, 1891 as follows-

(i) to amend clauses (3) and (8) of section 2 which relates to definitions of "Banker's
Book" and "certified copy".

(ii) after section 2, a new section 2A is proposed to be inserted imposing certain conditions
in the print out. (Clause 92 of the Information Technology Bill, 1999)

S. 94. Amendment of Act 2 of 1934

The Reserve Bank of India Act, 1934 shall he amended in the manner specified in the Fourth
Schedule to this Act.

NOTES
Provides for amendment of the Reserve Batik of India Act, 1934 to insert a new clause (pp) after

clause (p) in sub-section (2) of section 58 with reference to the regulation of [he fund transfer
through electronic means. (Clause 93 of the Information Technology Bill, 1999)



3$)	 Sch. I
	

(7uiptr'r XII1-:t !.scr'Uuneou.

Ill E FIRST SChEDULE

(See section 91)

Ai\1ENt)iEN'1STO THE INDIAN PENAL CODE

(45 of 1860)

Electronic record

1. Alter section 29, the following section shall be inserted, namely:—

"29A. The words "electronic record" ,,hall have the meaning assigned to them in clause (t)
of sub-section (1) of section 2 of the Information Technology Act, 20(83.".

2. To section 167, for the words ''such public servant, charged with the preparation or translation
of arty document, frames or translates that document'', the words "such public servant, charged with
the preparation or translation of any document or electronic record, frames, prepares or translates
that document or electronic record" shall be substituted.

3. in section 172, for the words "produce a document in a Court of Justice'', the words "produce
a document or an electronic record in a Court of Justice" shall be substituted.

4. In section 173, for the words "to produce a document in a Court of Justice", the words "to
produce a document or electronic record in a Court of Justice" shall be substituted,

5. lit section 175, for the word "document" at both the places where it occurs, the words ''docu-
ment or electronic record' shall, be substituted.

6. In section 192, for the words "makes any false entry in any book or record, or makes any
document containing a false statement", the words "makes any false entry in any book or record, or
electronic record or makes any document or electronic record containing a false stateinent' shall he
substituted.

7. In section 204, for the word "document' at both the places where it occurs, the words "docu-
ment or electronic record" shalt he substituted.

8. In section 463, for the words 'Whoever makes any false documents or part of a document with
intent to cause damage or injury " , the words "Whoever makes any false documents or false elec-
tronic record or part of a document or electronic record, with intent to cause damage or injury"
shalt he substituted.

9. In section 464,--

(a) for the portion beginning with the words "A person is said to make a false document"
and ending with the ',''0rds "by reason of deception practised upon him, he does not
know the contents of the document or the nature of the aiicrition", file fol!owng shall
be substituted, namely:—

"A person is said to make a false document or false electronic record— First—
Who dishonestly or fraudulently—

(a) makes, si g ns, seals or executes a document or part of a document;

(b) makes or transmits any electronic record or part of any electronic record;

(c) affixes any digital signature on any electronic record;

(d) makes any mark denoting the execution of a document or the authenticity of
the digital signature,

with the intention of causing it to be believed that such document or a part of document,
electronic record or digital signature was made, signed, sealed, executed, transmitted or
affixed by or by the authority of a person by whom or by whose authority he knows that
it was not made, signed, sealed, executed or affixed; or

Secondly —Who, without lawful authority, dishonestly of fraudulently, by cancellation
or otherwise, alters 11 document or an electronic record in any material part thereof, after
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it has been made, executed or affixed with digital signature either by himself or by any
other person, whether such person he living or (lead at the time of such alteration; or

T/iirdlv--Who dishonestly or fraudulently causes any person to sign, seal, execute or
alter a document or an electronic record or to affix his digital signature on any electronic
record knowing that such person b y reason of unsoundness of mind or intoxication can-
not, or that by reason of deception practised upon him, he does not know the contents of
the document or electronic record or the nature of the alteration.";

(h) after Explanation 2, the following Evplwt at/on shalt be inserted at the end, namely:—
Explanation 3—For the purposes of this section, the expression "affixing digital
signature" shall have the meaning assigned to it in clause (d) of sub-section (1) of
section 2 of the Information Technology Act, 2000.'

10. In Section 466,-

(a) for the words "Whoever forges a document", the words "Whoever forges a document or
an electronic record' shall be substituted;

(h) the following Explanation shall be inserted at the end, namely:-

Lxplanation.—l-or the purposes of this section, 'register" includes an y list, data or
record of any entries maintained in the electronic form as defined in clause (r) of sub-
section (I) of section 2 of the Information Technology Act, 2000.'

11. In section 468, for the words "document forged", the words "document or electronic record
forged" shalt he substituted.

12. In section 469, for the words "intending that the document forged", the words "intending that
the document or electronic record forged" shall he substituted.

13. In section 470, for the word "document" in both the places where it occurs, the words
"document or electronic record" shall he substituted.

14. Itt section 471, for the word "document" wherever it occurs, the words "document or elec-
tronic record" shall be substituted.

15. In Section 474, for the portion beginning with the words "Whoever has in his possession any
document" and ending with the words "if the document is one of the description mentioned in see-
tion 466 of this Code", the followin g shall be substituted, namely:—

"Whoever has in his possession any document or electronic record, knowing the same to
be forged and intendin g that the same shall fraudulentl y or dishonestly be used as a genuine,
Shall, if the document or electronic record is one of the description mentioned in section 466
of this Code.".

16. In section 476, for the words "any document", the words "any document or electronic rec-
ord" shall he substituted.

17. In section 477A, for the words "book, paper, writing" at both the places where they occur,
the words "book, electronic record, paper, writing" shall be substituted.

TFIE SECOND SCFIEDULE
(See section 92)

AMENDMENTS TO THE INDIAN EVIDENCE ACT, 1872

(1 of 1872)

1. In section 3,-

(a) in the definition of "Evidence", for the words "all documents produced for the inspec-
tion of the Court", the words "all documents including electronic records produce(] for
the inspection of the Court" shall be substituted;

(b) after the definition of "India", the following shall be inserted, namely;— 'the expres-
sions ''Certifying Authority", "digital signature'', "Digital Signature Certificate", "dee-
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ironic form'', "electronic records'', - information-, "secure electronic record', ''secure
digital  sign at tire" and 'Sn bscri her" sh"111 have the meanings rcspec ii sd y ass i g ned is
them in the information l'eclinoloey Act. 2000.'.

2. In section 17, for the words 'oral or documentary,", the words "oral or documentary UI COfl-
taiited in electronic format" shall he substituted.

When oral admission as to contents of electronic records are relevant

3. After section 22, the following section shall he inserted, namely:--

"22A. Oral admissions as to the contents of electronic records are not relevant, unless the
genuineness of the electronic record produced is in question.'".

4. In section 34, for the words "Entries in the books of account", the words "Entries in the hooks
of account, including those maintained in an electronic form" shall he substituted.

5. In section 35, for the word record", in both the places where it occurs, the words "record or
an electronic record" shall he substituted.

What evidence to be given whenwhen statement forms part of a conversation, document, electronic
record, book or series of letters or papers.

6. For section 39, the following section shall be substituted, namely:—

"39. When any statement of which evidence 15 given forms pan of a longer statement, or
of a conversation or part of an isolated document, or is contained in a document which
forms part of a book, or is contained in part of electronic record or of a connected series of
letters or papers, evidence shall be given of so much and no more of the statement, conver-
sation, document, electronic record, book or series of letters or papers as the Court considers
necessary in that particular case to the full understanding of the nature and effect of the
statement, and of the circumstances under which it was made.".

Opinion as to digital signature when relevant

7. After section 47, the following section shall be inserted; namely:—

"47A. When the Court has to form an opinion as to the digital signature of any person, the
opinion of the Certifying Authority which has issued the Digital Signature Certificate is a
relevant fact.",

8. In section 59, for the words "contents of documents" the words "contents of documents or
electronic records" shall be substituted.

Special provisions as to evidence relating to electronic record

9. After section 65, the following Sections shall be inserted, namely:—

'65A. The contents of eiecl[oni recerds may he pr'ved in accordance with the provisions
of section 6513.

6513. (1) Notwithstanding anything contained in this Act, any information contained in an
electronic record which is printed on a paper, stored, recorded or copied in optical or mag-
netic media produced by a computer (hereinafter referred to as the computer output) shall he
deemed to he also a document, if the conditions mentioned in this section are satisfied in re-
lation to the information and computer in question and shall he admissible in any proceed-
ings, without further proof or production of the original, as evidence of any contents of the
original or of any fact stated therein of which direct evidence would be admissible.

(2) The conditions referred to in sub-section (1) in respect of a computer output shall be the fol-
lowing, namely:—

(a) the computer output containing the information was produced by the computer dur-
ing the period over which the computer was used regularly to tore or process in-
formation for the purposes of any activities regularly carried on over that period by
the person having lawful control over the use of the computer;

(b) during the said period, information of the kind contained in the electronic record or
of the kind from which the information so contained is derived was regularly fed
into the computer in the ordinary course of the said activities;
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(c) throughout the material part of the said period, the computer was operating properly
or, I I not tlreii iii any respect of any period in which it was not operating properly or
was Out of operation during that part oh the period, was not such as to affect the
electronic record or the accurac y of its contents; and

(d) the information contained in the electronic record reproduces or is dc'rivccl from
such information fed into the computer in the ordinary course of the said activities.

(3) Where over any period, the function of storing or processing information for the purposes of
any activities regularly carried on over that period as Mentioned in clause (a) of sub-section (2) was
regularly performed by computers, whether--

(a) by a combination of computers operating over that period; or

(b) by different computers operating in succession over that period: or

(c) by different combinations of computers operating in succession over that period; or

((1) in any other manner involving the successive operation over that period, in whatever
order, of one or more computers and one or more combinations of computers,

all the computers used for that purpose durin g that period shall he treated for the purposes of this
section as constituting a single computer: and references in this section to a computer shall be con-
strued accordingly.

(4) In any proceedings where it is desired to give a statement in evidence by virtue of this sec-
tion, a certificate doing any of the following things, that is to say,—

(a) identifying the electronic record containing the statement and describing the mariner in
which it was produced;

(b) giving such particulars of any device involved in the production of that electronic record
as may be appropriate for the purpose of showing that the electronic record was pro-
duced by a computer;

(c) dealing with any of the matters to which the conditions mentioned in sub-section (2)
relate,

and purporting to be si gned by a person occupying a responsible official position in relation to the
operation of the relevant device or the management of the relevant activities (whichever is appro-
priate) shall be evidence of any matter stated in the certificate; and for the purposes of this sub-
section it shall he sufficient for a matter to be stated to the best of the knowledge and belief of the
person stating it.

(5) For the purposes of this section,—

(a) information shall be taken to be supplied to a computer if it is supplied thereto in any
appropriate form and whether it is so supplied directly or (with or without human inter-
vention) by means of any appropriate equipment;

(h) whether in the course of activities carried on by any official, information is supplied
W ith a view to its being stored or processed for the purposes of those activities by a
computer operated otherwise than in the course of those activities, that information, if
duly supplied to that computer, shall be taken to be supplied to it in the course of those
activities;

(c) a computer output shall be taken to have been produced by a computer whether it was
produced by it directly or (with or without human intervention) by means of any appro-
priate equipment.

Explanation.—For the purposes of this section any reference to information being derived from
other information shall he a reference to its being derived therefrom by calculation, comparison or
any other process.'.

Proof as to digital signature

10. After section 67, the following section shall be inserted, namely:-
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"67A. Except in the case of it secure digital signature, if the digital  signature of any sot)-
scriber is alleged o have been affixed to an electronic record the fact that such digital signa-
ture is the digital signature of the subscriber must be proved.".

Proof as to verification of digital signatures

11. After section 73, the following section shall be inserted, namely:---

"73A. In order to ascertain whether a digital signature is that of the person by whom it
purports to have been affixed, the Court may direct—

(a) that person or the Controller or the Certifying Authority to produce the Digital Sig-
nature Certificate:

(6) any other person to apply the public key listed in the Digital Signature Certificate
and verify the digital signature purported to have been affixed by that person.".

Exp!anaion.—For the purposes of this section, 'Controller" means the Controller appointed tin-
der sub-section (1) of section 17 of the Information Technology Act, 2000'.

Presumption as to Gazettes in electronic forms

12. After section 81, the following section shall be inserted, namely:—

"81A. The Court shall presume the genuineness of every electronic record purporting to
be the Official Gazette, or purporting to be electronic record directed by any law to be kept
by any person, if such electronic record is kept substantially in the form required by law andand
is produced from proper custody.".

Presumption as to electronic agreements

13. After section 85, the following sections shall be inserted, namely:—

"85A. The Court shall presume that every electronic record purporting to he an agreement
containing the digital signatures of the parties was so concluded by affixing the digital sig-
nature of the parties.

Presumption as to electronic records and digital signatures

85B. (1) In any proceedings involving a secure electronic record, the Court shall presume
unless contrary is proved, that the secure electronic record has riot been altered since the spe-
cific point of time to which the secure status relates.

(2) In any proceedings, involving secure digital signature, the Court shall presume unless
the contrary is proved that—

(a) the secure digital signature is affixed by subscriber with the intention of signing or
approving the electronic record;

(b) except in the case of a sccrc !otrnrdc record or a secure digital signature, nothing
in this section shall create any presumption relating to authenticiiy oid integrity of
the electronic record or any digital signature.

Presumption as to Digital Signature Certificates

85C. The Court shall presume, unless contrary is proved, that the information listed in a
Digital Signature Certificate is correct, except for information specified as subscriber infor-
mation which has not been verified, if the certificate was accepted by the subscriber."

Presumption as to electronic messages

14. After section 88, the following Section shall be inserted, namely:—

'88A. The Court may presume that an electronic message forwarded by the originator
through an electronic mail server to the addressee to whom the message purports to be ad-
dressed corresponds with the message as fed into his computer for transmission; but the
Court shall not make any presumption as to the person by whom such nlcssagc was sent.".

Esjlaoadorr.—For the purposes of this section, the expressions "addressee" and "origina-
tor" shall have the same meanings respectively assigned to theni in clauses (b) and (za) of
sub-section (1) of section 2 of the Information Technology Act, 2000.'.
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Presumption as to electronic records five years old

I S. After section 90, the tI l,,wi tie section shall he inscried, namely:—

"90A. Where any electronic record, purporting Or proved to be five years old, is produced
from any custody which the Court in the particular case considers proper, the Court ma y pre-
sume that the digital signature which purports to be the digital signature of any particular
person was so affixed by hOn or any person authorised by him in this behalf.

Explanation.— Electronic records are said to he in proper custody if they are in the place
in which, and under the care of the person with whom, the y naturally be; but no custody is
improper if it is proved to have had a legitimate origin, or the circumstances of the particular
case are such as to render such an origin probable.

This Explanation applies also to section 81 A,.

Production of documents or electronic records which another person, having possession,
could refuse to produce

16. For section 131 the following section shall be substituted, namely:—.-.

"131. No one shall he compelled to produce documents in his possession or electronic re-
cords under his control, which any other person would be entitled to refuse to produce if they
were in his possession or control, unless such last mentioned person consents to their pro-
duction.".

THE THIRD SCHEDULE

(See section 93)

AMENDMENTS TO THE BANKERS' BOOKS EVIDENCE ACT, 1891

(18 of 1891)

1. In section 2-

(a) for clause (3), the following clause shall he substituted, namely:—

'(3) "bankers' hooks" include lcdaers, day-books, cash-hooks, account-hooks and all
other books used in the ordinary business of a hank whether kept in the written
form or as printouts of data stored in a floppy, disc, tape or any other form of
clectro-magnetic storage device

(h) for clause (8), the following clause shall be substituted, namely:—

(8) "certified copy" means when the books of a hank,—

(a) are maintained in written form, a copy of any entry in such books to-
gether with a certificate written at the foot of such copy that it is a true
copy of such entry, that such entry is contained in one of the ordinary
hooks of the bank and was made in the usual and ordinary course of
business and that such book is still in the custody of the bank, and where
the copy was obtained by a mechanical or other process which in itself
ensured the accuracy of the copy, a further certificate to that effect, but
where the book from which such COPY was prepared has been destroyed
in the usual course of the bank's business after the date on which the
copy had heel) so prepared, a further certificate to that effect, each such
certificate being dated arid subscribed by the principal accountant or
manager of the hank with his name and official title; and

(b) consist of printouts of data stored in an floppy, disc, tape or any other
electro-magnetic data storage device, a printout of such entry or a copy
Of stich printout together with such statements certified in accordance
with the provisions of section 2A.'.
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Conditions in the printout

2. Alter section 2, the following Section shall be inserted, namely:—

' 4 2A. A printout of entry or a copy of printout teferred to iii sub-section (8) of section 2
Shall be accompanied by the following, namely:—

(a) a certificate to the effect that it is a printout of such entry or a copy of such printout
by the principal accountant or branch manager; and

(6) a certificate b y a person in-charge of computer system containing a brief description
of the computer system and the particulars of—

(A) the safeguards adopted by the system to ensure that data is entered or any
other operation performed only by authorised persons;

(ii) the safeguards adopted to prevent and detect unauthorised change of data;

(C) the safeguards available to retrieve data that is lost due to systemic failure or
any other reasons;

(D) the manner in which data is transferred from the system to removable media
like floppies, discs, tapes or other electro-magnetic data storage devices:

(E) the mode of verification its order ensure that data has been accurately trans-
ferred to such removable media; 	 -

(1') the mode of identification of such data storage devices:

(C) the arrangements for the storage and custody of such storage devices;

(H) the safeguards to prevent and detect any tampering with the system: and

(I) any other factor which will "ouch for the integrity and accuracy of the sys-
tem.

(c) si further certificate from the person itt-charge of the computer system to the effect
that to the best of his knowledge and belief, such computer system operated properly
at the material time, he was provided with all the relevant data and the printout in
question represents correctly, or is appropriately derived from, the relevant data.".

THE FOURTH SCHEDULE
(See section 94)

AMENDMENT TO THE RESERVE BANK OF INDIA ACT, 1934
(2 of 1934)

In the Reserve Iank of India Act, 1934, in section 58, in sub-section (2), after clause p), the
following clause shall be inserted, namely:—

"(pp) the regulation of fund transfer through electronic means between the banks or between
the banks and other financial institutions referred to in clause (c) of section 45-1, in-
cluding the laying down of the conditions subject to which banks and other financial in-
stitutions shall participate in such fund transfers, the manner of such fund transfers and
the rights and obligations of the participants in such fund transfers:".

ANNEXURE
EXTRACTS FROM THE INDIAN PENAL CODE

(45 of 1860)

Public servant framing an incorrect document whhi intent to cause injury

167. Whoever, being a public servant, and being, as such public servant, charged with the prepa-
ration or translation of any document, frames or translates that document in a manner which he
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knows or believes to lie incorueet, intendin g thereby to Cause or knowing it to he likely that he may
ihcreo y cause injury to any pci sour, shall be punished with i tupri son menu of either description for a
terra which may extend to thuee years or with fine or with both.

CIIAPTFR X

OF CONTEt1PTS OF THE LAWFUL AUTHORITY OF PUBLIC
SERVANTS

Absconding to avoid services of summons or other proceeding

172. Whoever absconds in order to avoid being served with a Sumnions, notice or order pro-
ceeding from any public servant legally competent, as such public servant, to issue such summons,
notice or archer, shall be punished with simple imprisonment for a terra which may extend to Uric
month, or with fine which may extend to five hundred rupees, or with both;

or, if the summons or notice or order is to attend in person or b y agent, or to produce a document in
a Court of Justice, with simple imprisonment for a term which may extend to six months, or with
fine which may extend to one thousand rupees, or with both.

Preventing service of summons or other proceeding, or preventing publication thereof

173. Whoever in any manner intentionally prevents the serving on himself, or oil other per-
son, of any summons, notice or order proceeding from any public servant legally competent, as
such public servant, to issue such summons, notice or order,

or intentionally prevents the lawful affixing to any place of any such summons, notice or order,

or intentionally removes any such summons, notice or order from any place to .vhich it is lawfully
affixed,

or intentionally prevents the lawful making of any proclamation, under the authorit y of any public
servant legally competent, as such public servant, to direct such proclamation to he made,

shall be punished with simple imprisonment for ii term which nay extend to one month, or with
fine which may extend to five hundred rupees, or with both;

or, if summons, notice, order or proclamation is to attend in person or by agent, or to produce a
document in a Court of Justice, with simple imprisonment for a term which may extend to six
months, or with tine which may extend to one thousand rupees, or with both.

Omission to produce document to public servant by person legally bound to produce it

175. Whoever, being legally hound to produce or deliver up any document to any public servant,
as such, intentionall y omits so to produce or deliver up the same, shall be punished with simple
imprisonment for a term which may extend to one month, or with fine which may extend to five
hundred rupees, or with both;

or, if the document is to be produced or delivered up to a Court of Justice, with simple imprison-
merit for a term which may extend to six months, or with fine which may extend to one thousand
rupees, or with both.

Illustration

A, being legally hound to produce a document before a District Court, intentionally omits to pro-
duce the same. A has committed the offence defined in this section.

Fabricating false evidence

192. Whoever causes any circumstance to exist or makes any false entry in any book or record,
or makes any document containing a false statement, intendin g that such circumstance, false entry
or false statement may appear in evidence in a judicial proceeding, or in a proceeding taken by law
before a public servant as such, or before an arbitrator, and that such circumstance, false entry or
false statement, so appearing in evidence, may cause any person who in such proceeding is to form
an opinion upon the evidence, to entertain an erroneous opinion touching any point material to the
result of such proceeding is said "to fabricate false evcicnce".
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illustrations

(a) A puts jewels into a box belonging to Z. with the intention that they may be found in that
box, and that this Circumstance tony cause Z to be convicted of theft. A has fabricated false evi-
dence.

(b) A makes a false entry in his shop-book for the purpose of using it as corroborative evidence
in a Court of Justice. A has fabricated false evidence.

(c) A, with the intention of causing Z to be convicted of a criminal conspiracy, writes a letter in
imitation of Z' s hartdwri ii ng, purporting to be addressed to an accomplice in such criminal conspi r-
acy, and puts the letter in a place which he knows that the officers of the police are likely to search.
A has fabricated false evidence.

Destruction of docunu'nt to prevent its production as evidence

204. Whoever secrets or destroys any document which he may be lawfully compelled to produce
as evidence in a Court of Justice, or in any proceeding lawfully held before a public servant, as
such, or obliterates or renders illegible the whole or any part of such document with the intention of
preventing the same front being produced or used as evidence before such Court or public servant
as aforesaid, or after he shall have been lawfully summoned or required to produce the same for
that purpose, shall be punished with imprisonment of either description for a term which may ex-
tend to two years, or with flue, or with both. 	 -

CHAPTER XVIII

OF OFFENCES RELATING TO DOCUMENTS AND
TO PROPERTY MARKS

Forgery

463. Whoever makes any false document or part of -,I document with intent to cause damage or
injur, to the public or to any person, or to support any claim or title, or to cause any person to part
with property, or to enter into any express or implied contract, or with intent to commit fraud or
that fraud may he committed, commits forgery.

Making a false document

464. A person is said to make a false document-

First—Who dishonestly or fraudulently makes, signs, seals or executes a document or part of a
document, or makes any mark denoting the execution of a document, with the intention of causing
it to be believed that such document or part of a document was made, signed, sealed or executed by
or by the authority of a person by whom or by whose authority he knows that it was not made,
signed, sealed or executed, or at a time at which he knows that it was not made, signed, scaled or
executed; or

Secondly.– Who, without lawful authority, dishonestly or frauduientiy, b aneclhatiei or cotter-
wise, alters a document in any material part thereof, after it has been made or executed either by
himself or by any other person, whether such person be living or dead at the time of such alteration

or

Thirdly—Who dishonestly or fraudulently causes any person toto si gn, seal, execute or alter a
document, knowing that such person by reason of unsoundness of mind or intoxication cannot, or
that by reason of deception practised upon him, he does not know the contents of the document or
the nature of the alteration.

Illustrations

(a) A has a letter of credit upon A for rupees 10,000, written by Z. A, in orderto defraud 13, adds
a cipher to the 10,000, and makes the sunt 1,00,000 intending that it may be believed by A that Z so
wrote the letter. A has committed forgery.

(b) A, without Z's authority, affixes Z's seal to a document purporting to be a conveyance of an
estate from Z to A, with the intention of selling the estate to A and thereby of obtaining from A the
purchase-money. A has committed forgery.
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(c) A picks up a cheque on a banker Signed bY B. pay able to bearer, hut without any sum having
been inserted a the cheque. A Iraudu ten Lly fill.; up the cheque b' inserting the Sit rn of ten thousandrupees. A commits forgery.

(d) A leaves with B, his agent, a cheque on a banker, signed by A, without inserting the sum
payable and authorizes B to fill up the cheque by insertin g a suit not exceeding ten thousand rupees
for the purpose of making certain paynletits. B fraudulently fills up the cheque by inserting the sum
of twenty thousand rupees. B commits forgery.

(e) A draws a bill of exchange on himself in the name of B without B's authority, intending to
discount it as a genuine hill with a hanker and intending to take up the bill on its maturity. Here, as
A draws the bill with intent to deceive the hanker by leading tint to suppose that he had the secu-
rity of B. and thereby to discount the bill, A is guilty of forgery.

(I) Z's will contains these words-"! direct that all my remaining property be equally divided be-
tween A, B and C." A dishonestly scratches out B's name, intending that it may he believed that the
whole was left to himself and C. A has committed forgery.

(g) A endorses a Government promissory note and makes it payable to Z or his order by writing
on the bill the words "Pay to Z or his order" and signing the endorsement. B dishonestly erases the
words "Pay to Z or his order", and thereby converts the special endorsement into a blank endorse-
ment B commits forgery.

(h) A sells and conveys an estate to Z. A afterwards, in order to defraud Z of his estate, executes
a conveyance of the same estate to B. dated six months earlier than the date of the conveyance to Z,
intending it to be believed that be had-conveyed the estate to B before he conveyed it to Z. A hascommitted forgery.

(i) Z dictates his will to A. A intentionally writes clown a different legatee front the legatce
named by Z, and by representing to Z that he has prepared the will according to his instructions,
induces Z to sign the will. A has committed forgery.

(j) A writes a letter and signs it with B's name without B's authorit y, certifying that A is a man
of good character and iti distressed circumstances from unforeseen misfortune, intending by means
of such letter obtain alms from Z and other persons. Here, as A made a false document in order to
induce Z to part with property, A has committed forgery.

(k) A without B's authority writes a letter and signs it in B's name certifying to A's character,
intending thereby to obtain employment under Z. A has committed forgery in as much as he in-
tended to deceive Z by the forged certificate, and thereby to induce Z to enter into an express or
implied contract for service.

Explanation 1.—A man's signature of his own name may amount to forgery.

Il/ust,'anons
(a)A si gns his own name to a bill of exchange, intending that it may he believed that the bill was

drawn by another person of the same name. A has committed forgery,
(b)A writes the word "accepted" on a piece of paper and signs it with Z's name, in order that B

may afterwards write on the paper a bill of exchange drawn by B upon Z, and negotiate me bill as
though it had been accepted by Z. A is guilty of forgery; and if B, knowing the fact, draws the bill
upon the paper pursuant to A's intention, B is also guilty of forgery.

(c) A picks up a bill of exchange payable to the order of a different person of the same name. A
endorses the bill in his own name, intending to cause it to be believed that it was endorsed by the
person to whose order it was payable, here A has committed forgey.

(d) A purchases an estate sold under execution of a decree against B. B, after the seizure of the
estate, in collusion with Z, executes a lease of the estate, to Z at a nominal rent and for a long pe-
riod and dates inc lease six months prior to the seizure, with intent to defraud A, and to cause it to
be believed that (he lease was granted before the seizure. B, though he executes the lease in his own
name, commits forgery by antedating it,

(c) A, a trader, in anticipation of insolvency, lodges effects with A for A's benefit, and with in-
tent to defraud his creditors; and in order to give a colour to the transaction, writes a promissory
note binding himself to pay to A a sum for value received, and antedates the note, intending that it



[481	 Annex.	 Chapter Js!Il—Miscellaneoo.v

may be believed to have, been made before A was on the point ni insolvency. A has committed
forgery under the first head of the definition.

Explanation 2.—The making of a false document in the name of a fictitious person, intending it
to be believed that the document was made by a real person, or in the name of a deceased person.
intending it to be believed that the document was made by the person in his lifetime, may amount
to forgery.

Illustration

A draws a bill of exchange upon a fictitious person, and fraudulently accepts the bill in the name
of such fictitious person with intent to negotiate it. A commits forgery.

Forgery of record of Court or of public register, etc.

466. Whoever forges a document, purporting to be a record or proceeding of or in a Court of
Justice, or a register of birth, baptism, marriage or burial, or a register kept by a public servant as
such, or a certificate or document purporting to be made by a public servant in his official capacity,
or an authority to institute or defend a suit, or to take any proceedings therein, or to confess judg-
ment, or a power of attorney, shall he punished with imprisonment to either description for a term
which may extend to seven years, and shall also be liable to fine.

Forgery for purpose of cheating

468. Whoever commits forgery, intending that the document forged shall be used for the purpose
of cheating, shall he punished with imprisonment of either description for a term which may extend
to seven years, and shall also be liable to fine.

Forgery for purpose of harming reputation

469. Whoever commits forgery, intending that the document forged shall harm the reputation of
any party, or knowing that it is likely to be used for that purpose, shall be punished with imprison-
ment of either desci iption for a term which may extend to three years, and shall also he liable to
tine.

Forged document

470. A false document made wholly or in part by forgery is designated a forged document".

Using as genuine a forged document

471. Whoever fradulcntly or dishonestly uses as genuine any document which he knows or has
reason to believe to be a forged document, shall he punished in the same manner as if he had forged
such document.

Falsification of accounts

477A. Whoevcr, being a clerk, officer or servant, or employed or acting in the capacity of a
clerk, officer or servant, s l A , it h intent to defraud, destroys, alters, mutilates or falsifies
any book, paper, writing, valuable security or account which belongs to ot is io the peressn of
his employer, or has been received by him for or on behalf of his employer, or wilfully, and with
intent to defraud, makes or abets the making of any false entry in, or omits or alters or abets the
omission or alteration of any material particular from or in, any such book, paper, writing, valuable
security or account, shall he punished with imprisonment of either description for a term which
may extend to seven years or with fine, or with both.

Explanation--It shall be sufficient in any charge under this section to allege a general intent to
defraud without naming any particular person intended to be defrauded or specifying any particular
sum of money intended to be the subject of the fraud, or any particular day on which the offence
was committed.

EXTRACTS FROM THE INDIAN EVIDENCE ACT, 1872
(1 of 1872)

Interpretation clause,

3. In this Act the following words and expressions are used in the following senses, unless a
contrary intention appears from the context:-
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Evidence'' nieiiis and inc?uds-

I ) ali staienieni s which the Court permits or requires to he made be lore it b y wit-
11CS5C5, it) relation to matters of fact under inritiirv;

such statements are called oral evidence;

(2) all documents p1 oduced for the iii spcctio ii of the Court. such documents are
called documental) , evidence.

STATEMENTS MADE UNDER SPECIAL CIRCUMSTANCES

Entries in hooks of account when relevant

34. Entries in books of account, re g ularly kept in the course of business, are relevant whenever
they refer to a matter into which the Court has to inquire, but such statements shall not alone be
sufficient evidence to charge any person is ith liability.

Illustration

A sues A for Rs. 1,000, and shows entries in his account books showin g A to be indebted to hint
to this amount. The entries are relevant, but are not so ffi ci cut, without other evidence, to prove the
(let)[.

Relevancy of entry in public record made ill performance of duty

An entry in any public or other official book, register or record, stating a fact in issue or relevant
fact, and made by a public servant in the dischar ge of his official dut y , or by any other person in
performance of a duty specially enjoined by the law of the country in which such hook, register or
record is kept, is itself a relevant fact.

CHAPTER IV—OF ORAL EVIDENCE 59
Proof of facts by oral evidence

59. All facts, except the contents of documents, may be proved by oral evidence.

Production of documents which another person, having possession, could refuse to produce

131. No one shall he compelled to produce documents in his possession, which any other person
would be entitled to refuse to produce if they were in his possession, unless such last-mentioned
person consents to their production.

EXTRACTS FROM THE BANKER'S BOOK EVIDENCE ACT, 1891
(18 of 1891)

Definitions,— .-2, In this Act, unless there is something repugnant in the subject or context,—

(3) 'bankers' hooks" include ledgers, day-hooks, cash-books, account-books and all other books
used in the ordinary business of a bank:

Order of court to he construed to be order made by specified officer

S. In the application of sections 5, 6 and 7 to any investigation or inquiry referred to be sub-
clause (iii) of clause (4) of section 2, the order of a court or a Judge referred to in the said sections
shall be construed as referring to an order made b y an officer of a rank not lower than the rank of a
Superintendent of Police as may be specified in this behalf by the appropriate Government

Exp1wiatO11._ lit this section, "appropriate Government" means the Government by which the
police officer or any oilier person conducting the investigation or inquiry is employed.

EXTRACT FROM 'I'I-JE RESERVE BANK OF INDIA ACT, 1934
(2 of 1934)

Power of the Central Board to make regulations

58(1)

(2) In particular and without prejudice to (he generality of the foregoing provision, such regula-
tions may provide for all or any of the following matters, namely.
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